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Abstract—Human-machine interactions (HMIs), e.g., touch-
screens, are essential for users to interact with mobile devices.
They are also beneficial in resisting emerging active attacks,
which aim at maliciously controlling mobile devices, e.g., smart-
phones and tablets. With touchscreen-like HMIs, users can notice
and interrupt malicious actions conducted by the attackers timely
and perform necessary countermeasures, e.g., tapping the ‘Quit’
button on the touchscreen. However, the effect of HMI-oriented
active attacks has not been investigated yet. In this paper, we
present a practical attack towards touch-based devices, namely
Expelliarmus. It reveals a new attack surface of active attacks
for hijacking users’ operations and thus taking full control over
victim devices. Expelliarmus neutralizes users’ touch commands
by producing a reverse current via electromagnetic interference
(EMI). Since the reverse current offsets the current change
caused by a touch, the touchscreen detects no current change
and thus ignores users’ commands. Besides this basic denial-
of-service attack, we also realize a target cancellation attack,
which can neutralize target commands, e.g., ‘Quit’ without
interference in irrelevant operations. Thus, the active attack can
be completely performed without interruption from users, even
if they are alerted by the abnormal events. Extensive evaluations
demonstrate the effectiveness of Expelliarmus on 29 off-the-shelf
devices.

Index Terms—Touchscreen, intentional electromagnetic inter-
ference, touch cancellation

I. INTRODUCTION

As a typical technique of human-machine interaction (HMI),
a touchscreen provides a pleasant user experience. It has
become popular on human-centric devices, e.g., smartphones,
tablets, and smartwatches. With touchscreens, those devices
can reliably detect and implement users’ complicated oper-
ations from fingers or styluses, including short-taps, long-
presses, swipes and the like.

One useful function of HMIs is to defend against emerg-
ing physical-layer active attacks [1]-[4]. Such attacks aim
at seizing control of victim smartphones and performing
covert malicious actions, such as directing the browser to
malicious websites, making payments for forged transactions
and answering incoming calls for eavesdropping. However,
existing attacks mainly rely on injecting false operations and
the corresponding events will appear on the user’s screen.

* Fu Xiao is the corresponding author.

"
cree™

Touehs Controlled by

Expelliarmus?

No Yes

Victim Deyice ‘
[ = ® &)

IEMI

Emitting Device

Fig. 1. An illustration of Expelliarmus. The victim smartphone responds
merely to the attackers’ malicious action and ignores the user’s commands.

Once the abnormal events are noticed, the user can easily
terminate the attack with the aid of HMIs, e.g., touching the
‘Quit’ or ‘Cancel’” button to stop malicious actions and avoid
further damage. The touchscreen serves as an essential security
blanket. In other words, the effectiveness of existing active
attacks on touch-based devices (represented by smartphones) is
limited due to their incapability in hijacking users’ operations.

A natural question toward active attacks is whether the
user’s operating command can be remotely hijacked, i.e.,
cancelling the operation on touchscreens (e.g., on the ‘Quit’
buttons). We have an interesting observation on touchscreens.
In a touch command, the user’s finger or a stylus will couple
with the capacitive touchscreen, which changes currents in the
touchscreen’s electrodes [5], [6]. Accordingly, the touchscreen
detects and locates this coupling. We consider an intentional
electromagnetic interference (IEMI) attack that can remotely
manipulate the currents in the victim touchscreens during
users’ touching. The current changes caused by touches are
offset, and the corresponding touch commands are consequen-
tially cancelled. In this cancellation event, the attacker takes
over the full control of the touchscreen from the user.

To realize such a cancellation attack, we have to address two
challenges: (1) How to manipulate current in a touchscreen
and offset the current change under a touch command? It is
difficult to maliciously control the current in a touchscreen
as modern devices typically utilize an anti-EMI design [7]
to avoid external interference. Existing attacks [8], [9] could
bypass the anti-EMI design under a common assumption of
implementing IEMI attacking device nearby [10]-[14]. How-
ever, their effects are limited without the ability of controllably
hijacking users’ commands. To realize practical attacks, we



need to explore the mechanism of IEMI on a touchscreen
and exploit an effective scheme for controllable command
cancellation. (2) How to cancel touch commands from various
users and capacitor pens on diverse devices through different
media? The attack should be scalable to cover most attacking
scenarios. The coupling capacitance on touchscreen varies
with users and capacitor pens, and the device diversity should
be taken into consideration. The media between IEMI emitting
devices and the victim devices also affect the performance of

IEMI attacks. Moreover, state-of-the-art (SOTA) touchscreen

attacks [8], [9] are with a strong assumption that victim

smartphones are placed face-down on a surface (e.g., a table).

On the contrary, we consider a more common scenario where

users place their devices facing either upward or downward.

We propose a novel IEMI attack, named Expelliarmus. It
can cancel users’ commands (i.e., touches) on smartphones
so that attackers can manipulate victim devices into perform-
ing complete malicious actions without being interrupted by
HMIs. Based on an in-depth investigation into the mechanism
of IEMI, we design new IEMI signals that can inject a reverse
current into the victim touchscreens to disable the real touch
command, and hence realize a command cancellation attack.
Even if the user is aware of such an attack and immediately
powers off or reboots the smartphone (e.g., by long-pressing
the power button), the time-consuming operation (over 10
seconds)!, can hardly terminate the malicious actions.

To be more practical, Expelliarmus supports a ‘targeted’
cancellation. We concentrate the cancelling effect of Expel-
liarmus onto a targeted region with an accurate screen locator.
As illustrated in Fig. 1, Expelliarmus negates the user’s touch
on the area of the ‘No’ button, i.e., the prompt box, and
chooses the ‘Yes” button when the attacker performs SOTA
active attacks [1]-[3]. Such a controllable (targeted) cancel-
lation attack is more efficient and stealthier. Our extensive
evaluations validate the effectiveness of Expelliarmus under
real-world scenarios, with demos of our proof-of-concept
attacks presented in [15]. Moreover, we propose preliminary
countermeasures to mitigate the impact of IEMI attacks.

Our contributions are summarized as follows:

« We propose Expelliarmus, the first command cancellation
attack that can neutralize users’ touch commands on touch-
screens. It exposes a new attack surface of completely
hijacking the devices with a touch-based HMI.

« Expelliarmus enables a targeted attack mode. It can cancel
the targeted commands accurately without affecting other
operations. An electromagnetic model is established to prove
and promote the practicality of Expelliarmus. Those results
would facilitate systematical research on the HMIs’ security.

o Expelliarmus accomplishes a scalable attack over diverse
users, devices, and environments. We evaluate Expelliarmus
on 29 COTS devices (including three popular display types,
i.e., OLED, IPS, and AMOLED, and three operating sys-
tems, i.e., Android, HarmonyOS, and iOS) by successfully

'The normal ‘power off’ and ‘reboot’ that takes up only 3 seconds cannot
be realized because it requires the double check with a touch command on
the touchscreen, which is also cancelled by Expelliarmus

cancelling touch commands from 260 human participants
and four styluses in real-world scenarios.

II. BACKGROUND AND THREAT
A. Background of Touchscreen

Touchscreens have become one of the most popular HMIs.
They are deployed in various fields, including consumer elec-
tronics (e.g., smartphones), public facilities (e.g., automated
teller machines), industrial devices [16], autonomous vehi-
cles [17], and medical facilities [18]. Touchscreens recognize
touch commands by detecting electric field changes. Among
various touch sensing techniques, the mutual capacitive touch-
screen prevails due to its low cost and high accuracy [1]. Be-
fore presenting the attacking model, it is necessary to explore
the working principle of mutual capacitive touchscreens.

A capacitive touchscreen is typically layered on the inner
side of the glass in the screen. It comprises two layers of
indium tin oxide (ITO), a transparent conductive material.
One consists of a grid of transmitting (TX) electrodes and
the other of receiving (RX) electrodes, which are arranged
orthogonally [1]. These electrodes are mutually coupled with
a mutual capacitance Cj;. With each touch, a finger or a
stylus will couple with the touchscreen, which introduces
a capacitance change AC in a duration of At¢. However,
AC cannot be directly measured. Considering the excitation
signals in TX electrodes are typically square wave signals
with a constant voltage Vrx, the capacitance change AC
would introduce a charge signal AQ(= AC - Vrx) in RX
electrodes. A capacitance to digital converter (CDC) is utilized
for measuring the current change Ai(= AQ/At) in RX
electrodes and then calculating AC' as follows,

AC = BQ _ Ai-At 0

Vrx Vrx
If AC > Cyate (e., |Ai| > dgase) Where Cyqre and igqse are
preset thresholds, the touchscreen detects a touch command.

Particularly, a micro controller unit (MCU) drives one TX
electrode to send excitation signals successively and measures
Ai from RX electrodes in turn [8]. Thus, it supports error-free
multi-touch. We mainly analyze the performance of Expelliar-
mus on the mutual capacitance touchscreens. Our attacks also
work on other kinds of touchscreens.

B. Conventional Touchscreen Attacks

Existing attacks on touchscreens can be broadly divided into
two groups: the passive mode and the active mode.

Passive Attacks. Attackers can extract private information
from the victim touchscreens via electromagnetic leakage,
including password or keystroke inference [19], [20] and
display reconstruction [21]-[23]. Moreover, side channels,
e.g., acoustic [22], magnetic [24], and mmWave [23], [25],
[26] signals, are also exploited for the passive attacks.

Active Attacks. Different from the passive ones, active at-
tacks are performed for malicious control. Existing approaches
usually inject false touches into touchscreens using an IEMI



attack [1]. Two recent works [8], [9] realize target attacks that
are able to remotely assign the location of these false touches.
However, existing attacks pose little influence on users’
commands. Touchscreens always execute users’ touch com-
mands reliably. Even if existing active attacks (not only on
touchscreens [1], [8], [9] but also on others, e.g., voice
assistants [2], [11] and NFC [1]) have successfully launched
malicious actions on the victim devices, users can interrupt
them or avoid further damage via their own commands, i.e.,
tapping the *Cancel‘ or ‘Quit’ buttons. In other words, users
can always maintain absolute control of their devices via
touchscreens. Therefore, for complete hijacking, the potential
threats of active attacks have not been fully investigated.
Our Insight. We observe that a touchscreen would perform
diverse responses to different IEMI signals. The frequency,
amplitude, and modulation of the IEMI signals would pose a
significant influence on the responses of touchscreens. Along
these lines, we present a modulation scheme on the IEMI
signals so that our proposed attack can offset the current
change in the victim touchscreens (i.e., making |A¢|<igqse in
Eq. 1). In this way, we are able to cancel the touch commands.

C. Threat Model

The cancellation attack can not only be independently
conducted, but also jointly performed with other attacks, for
example, a malware and prior active smartphone attacks [1]-
[3], [8], [9], [11], [27]-[30]. Therefore, the attackers can
accomplish complete control over the victim devices. Here,
we define the attackers’ capabilities as follows.

o Victim Device: Expelliarmus is mainly targeted at touch-
based device, represented by smartphones. In SOTA touch-
screen attacks [8], [9], the victim device is supposed to
be placed face-down on a surface (e.g., a table), which is
impractical. Moreover, the touchscreens of industrial devices
and autonomous vehicles use specific layouts that are always
face-up [17]. Different from those impractical assumptions,
we consider a more common scenario where users place
their devices either upward or downward.

o Attack Setup: We make the common assumption of the
EMI attack setup [10]-[14], in which attackers can hide the
IEMI attacking device approaching the victim smartphone
(e.g., under the table where the smartphone is placed).

« Attackers’ Capability: Attackers can synthesize any low-
power IEMI signals. Nevertheless, they can neither hurt
the victim device using high-power EMI nor physically
touch the victim device. Additionally, it is unnecessary for
attackers to know the model of the victim device beforehand.

III. FEASIBILITY INVESTIGATION

Before digging into detailed design, we conduct pilot study
to explore the feasibility of touch command cancellation based
on the observation on diverse performances of a touchscreen
under different IEMI signals.

Pilot Study. We first validate the possibility of touch
command cancellation using IEMI with different frequencies.
An effective way to generate radiated IEMI signals is using
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Fig. 2. Pilot experiment and results.

electrodes. The experimental setup is shown in Fig. 2(a). A
metal (copper) electrode plate (200 x 100 x 0.1 mm) is placed
under a face-up smartphone (HUAWEI P10) of 145 x 69 x
7 mm. A polymethyl methacrylate (PMMA) plate (of 5 mm
thickness) serves as a shielding layer. The total distance from
the malicious copper electrode plate to the victim touchscreen
is 12 mm. A signal generator drives the copper electrode plate
with a sinusoidal signal whose frequency sweeps from 10 kHz
to 500 kHz at a step of 10 kHz. The IEMI amplitude is set as
4V, 5V, and 6 V respectively. We manipulate a mechanical
arm into holding a stylus (Stylus Pen [31]) to swipe on a
touchscreen following an identical track repeatedly. An APP
‘Screen Test Pro’ [32] is used to track and record touches.

Metric. To describe the performance of cancellation, we
define a metric named average cancellation-to-command ratio
(CCR). It represents the average proportion of the cancelled
commands taking account for all testing commands on victim
smartphones. To be specific, we measure the number of
cancelled taps compared to the total number and the lost
length proportion in swipes on average. In particular, CCR=0
indicates that the touchscreen operates normally, while CCR=1
means the complete cancellation.

Results. Although the touchscreen has gone through a
thorough electromagnetic compatibility test with anti-EMI
designs, the tested smartphone is still vulnerable to IEMI. As
shown in Fig. 2(b), the CCR can reach up to 100% using a 6
V, 240 kHz IEMI signal. In general, it is susceptible to IEMI
signals of specific frequencies, and a higher IEMI amplitude
would indicate better cancellation performance.

Distribution of Cancellation. The cancelling effect is
distributed almost uniformly over the touchscreen. The dis-
tribution is independent from the amplitude and frequency
of IEMI signals. It mainly relies on the shape of the IEMI
electrode as analyzed in Sec. IV and Sec. V-C1.

The pilot experiment confirms that IEMI can produce the
cancelling effect on users’ commands on smartphones. As the
next steps, we will exploit methods to expand cancellation on
users’ fingers and transfer the cancellation distribution around
the whole touchscreen into a controllable cancellation attack.

IV. MODELING IEMI EFFECT ON A TOUCHSCREEN

We establish an electromagnetic model to analyze the IEMI
effect on a touchscreen. The model acts as the guidance
in designing practical cancellation attacks. As illustrated in
Fig. 3, we consider a touchscreen and its equivalent resistance-



Fing% & —

RX electrode

o
cbe Co I
c TX electrode
E
il:'

Modulated IEMI signal U
U

(a) IEMI effect on a touchscreen

Co Co
®  L'1e
® [ @ [ ioiret
= |ai|=0 = |ai| = |Ai] =1/ +ig
(b) idle (c) a normal touch (d) under IEMI

Fig. 3. Illustrations of (a) IEMI effect on a touchscreen, and equivalent circuits
when the screen is (b) idle, (c) touched normally, and (d) affected by IEMI.

capacitance (RC) circuit, and analyze the characteristic of the
circuit when being touched and interfered in.

In an idle touchscreen, i is the steady-state current through
the capacitance of TX-RX electrodes (denoted as Cy), where R
is an equivalent resistance. The CDC (denoted as @) measures
the current ,, = 7o in Fig. 3(b).

In a touch command, a finger or a stylus will introduce a
coupling capacitance C'r, along with an additional current ip.
The measured current ¢,,, changes from ¢ in Fig. 3(b) to ig—ir
in Fig. 3(c). When the current change |Ai| = ir exceeds igq¢c
(i.e., the detected capacitance change |AC| = Cr > Cyate),
the touchscreen detects the touch command.

We assume an IEMI electric field, denoted as E. According
to Maxwell’s equation [8], the IEMI coupling is

OB
]l{Edl S / i = 05 )

where I is a closed contour bounding a surface S, and
B is the electro-magnetic field. The time-varying B exerts
an electromotive force in a touchscreen (as S here), which
injects a current ¢ through the coupling capacitance C'g. By
appropriate modulation, the current 7 will keep reverse to i,
as shown in Fig. 3(d). We have

Ad] = ip — i, 3)

Correspondingly, the detected capacitance change in a touch-
screen is reduced to |AC| = Cp — Cg. If it meets
|AC|<Cyqte, the touchscreen detects no touch and thus the
user’s command is cancelled. Based on experimental observa-
tions, we infer that Cyq¢. is approximately 100 pF.

V. ATTACK DESIGN

We propose the design of Expelliarmus with the goal of
neutralizing users’ operations (e.g., taps, presses, and swipes),
especially in a target area through a controllable way. Expel-
liarmus is composed of four modules, as illustrated in Fig. 4.

A. Effective Cancellation

We exploit the fundamental factors that affect the efficiency
of touch command cancellation in terms of the electrode
design, frequency determination, and intensity selection.

An intuitive scheme for generating an IEMI electric field
is to utilize a copper electrode plate. The electrode has high
electrical conductivity and serves as a near-field antenna [9].
If being driven by a sinusoidal malicious signal U(t) =
Usin(2w ft), where U and f are the amplitude and frequency
respectively, the electrode will generate an IEMI electric field
with the intensity of E = U/2d, where d is the distance to
the touchscreen. In practice, the attacker can inconspicuously
attach a copper thin plate to the desired place, e.g., the region
on the underside of the table where a victim smartphone is
placed. The area of such a plate is much larger than that of the
touchscreen. The electrode will couple with the RX electrodes
in the touchscreen [8], and we have,

iE:K0€%:$, (4)
where ¢ and d are the dielectric constant of the medium and
the distance between the copper electrode and the touchscreen,
Ky and K are constant.

According to Eq. 4 and Fig. 2(b), we can conclude that the
higher U, the stronger the interference effect with a bigger i g.
Note that a simple increase of IEMI strength cannot always
lead to better performance. An IEMI of over 2000 V/m may
hurt the touchscreen permanently, in which case the touch-
screen may detect commands with wrong locations, detect
false touches, or ignore touch commands randomly even after
being away from the high-power IEMI. Therefore, we cannot
simply jam the touchscreens using high-power EMI, which
may damage the victim smartphones, and meanwhile, the
desired malicious actions cannot be conducted or completed.

To address the above issue, we leverage the fact that the
frequency of the malicious signal plays an essential role in
cancellation attacks. As a typical RC circuit, the touchscreen
presents various responses to the frequency of external IEMI
signals. It is most sensitive to a specific frequency, i.e.,
resonant frequency [33]. The resonant frequency f, of a
touchscreen when being touched (the equivalent RC circuit
as Fig. 3(d)) can be represented as follows,

f = 1
" 27(Co+ Cr)R

Moreover, the touchscreen’s response reaches a peak at the
harmonics of the resonant frequency, i.e., at kf, k € N.
Figure 2(b) demonstrates this relationship, in which the victim
smartphone is the most vulnerable to IEMI signals at 240 kHz,
400 kHz (approaching twice 240 kHz), and 720 kHz (triple
240 kHz). In this case, driven by malicious signals of kf.,
we can generate a power IEMI electric field with an effective
current ¢ injected into the victim touchscreen. Furthermore,
we provide a positive voltage bias for the malicious signals
to guarantee that ¢ always flows from the copper electrode
(with a relatively high voltage) to the victim touchscreen (with
a relatively low voltage). Thus, ir maintains to be reverse
to i, and |Aid| is significantly reduced.
In short, we redesign the malicious signal as follows,

Ut =" Usin(rkft) + % ©)

(&)
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Fig. 5. The detected capacitance change AC' caused by touches from a user’s
finger under our designed IEMI. Under 214 V/m, AC' drops down to merely
25 pF, with few touches detected.

where we adopt k =1, 2, 3 (with E = %) in the consideration
of attacking cost, because emitting IEMI of super high fre-
quencies requires an expensive signal generator. Empirically,
such a setting can improve CCR by 9.8% on average compared
to using the single-frequency signal with the identical IEMI
intensity. Figure 5 presents the performance of our proposed
attack on cancelling user’s finger touches under the same setup
in Sec. III. The attack deceives the victim smartphone into
sensing little capacitance change by injecting reverse currents.
Using the malicious signal with multiple frequencies, a 2 V
supply can reduce the detected capacitance change AC in a
finger touch from 140 pF (the Cr of the user’s finger) to 110
pF (i.e., C7 —CEg), with nearly half of touches lost. Increasing
the voltage supply to 20 V, the detected capacitance change
AC significantly drops down to merely 25 pF, in which few
touches can be detected with the CCR of high up to 99.9%.

B. Screen Locator

The basis of a controllable cancellation lies in an accurate
screen locator that senses the position of the victim touch-
screen. It has been reported that the screen of a smartphone
will leak an electromagnetic signal [20] that can be collected
using small antennas under the touchscreen, while the antennas
away from the touchscreen can barely detect such a leakage
due to attenuation. The possible ambient interference mainly
consists of the leakage of electric networks, whose frequencies
are typically 50 Hz or 60 Hz, and their harmonics. We place
additional copper needle antennas at four corners of the table
to measure and eliminate the ambient interference by utilizing
an adaptive filter. In practice, we can place a matrix of
small copper plates (of 1x1 cm) serving as both the sensing
antennas and the IEMI emitting electrodes (not simultaneously,
as detailed in Sec. V-C3). After obtaining the screen position,
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Fig. 4. Expelliarmus, a practical and scalable active attack on touch-based devices, can cancel users’ commands using IEMI. It supports a controllable
cancellation on target areas with an accurate screen locator. It is able to take over the complete control of touchscreens from users.

we can infer the positions of the target buttons and implement
the following controllable cancellation.

C. Controllable Cancellation

To realize a controllable cancellation, we explore the possi-
bility of generating the required IEMI electric field in a small
target area without leakage into other areas on the touchscreen.
We exploit a matrix of small copper plate antennas to replace
a big plate and drive the antennas under the target area for the
target cancellation. We model the IEMI electric field generated
by a small copper plate. Accordingly, we design a practical
attacking device for the controllable cancellation.

1) Theoretical Analysis: We revisit the model proposed
in Sec. IV and analyze the effect of the IEMI electric field
generated by a small copper plate on a touchscreen. Therefore,
we deduce the theoretical attacking coverage in this scene.

We assume a square antenna of [ at the distance of d away
from a victim touchscreen, as illustrated in Fig. 6(a). In the
area towards the antenna (i.e., the red zone in Fig. 6(a)), the
electric field maintains E = % with ig following Eq. 4. Out
of this area, the electric field attenuates gradually [34]. Nev-
ertheless, it still poses a cancelling effect on the neighboring
area (i.e., the orange zone in Fig. 6(a)). Empirically, a 1 x1 cm
antenna at 12 mm away can cover an area of approximately
1.5x 1.5 cm. In short, an antenna can induce the cancelling
effect in and around the area it directly faces.

2) Preliminary Experiment: We validate the cancelling
effect on a target area. We place a small plate of 1 x1 cm under
the victim smartphone, whose position is directly opposite to
such an area on the touchscreen as the orange dotted rectangle
in Fig. 6(b). The attacking distance is 12 mm. A user taps twice
on the touchscreen simultaneously, one over the plate (the “Tap
A’ in Fig. 6(b)) and the other out of it (the “Tap B’ in Fig.
6(b)). The screenshot is shown in Fig. 6(b) with the detected
capacitance change AC in Fig. 6(c). The ‘“Tap A’ is cancelled.
Here, the detected capacitance change AC' is merely 46 pF,
lower than Cyqe (of about 100 pF). In comparison, the ‘Tap
B’ works normally, of which the AC' keeps 143 pF as usual.
Using an antenna array composed of multiple copper plates,
we can cancel touch commands on an arbitrary area without
disturbing the others on a touchscreen.

3) Practical Attacking Device Design: We design an an-
tenna array for realizing practical target cancellation. The
antenna array acts as both the IEMI emitting antennas and the
receiving antennas for capturing the electromagnetic leakage
from the screen for the locator in Sec. V-B. It consists of 8x 10
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can cancel touch commands on a target area without influence on the others.

copper plate antennas (of 1x1x0.01 cm). The interval between
the antennas is 1 cm. The attacking coverage of the array
is 17x21 cm and can be enlarged by increasing the antenna
number according to the requirements of different attacking
scenes. We adopt programmable relays to control up to the
80 antennas independently so that only the desired antenna
is powered. In addition, we use the standard shielded signal
cables to avoid mutual interference among antennas.

D. Diversity Influence Suppression

We consider the diversity of users, devices, and environ-
ments to explore the scalability of IEMI cancellation attacks.

1) User Diversity: The coupling capacitance on touch-
screen varies with users [35], which determines the resonant
frequency f,- according to Eq. 5. Fortunately, we experimen-
tally observe that the diversity of users’ coupling capacitance
Cr has a limited impact on the resonant frequency f,. Among
260 volunteers (aged from 18 to 50, 130 males and 130
females), Cps are always in the range of [115, 150] pE
Compared with Cj, whose typical value is around 2000 pF,
the diversity of users can bring at most 1.65%(=%) drift
to f.. Such a slight frequency drift hardly affects the can-
cellation performance. For example, the fundamental resonant
frequency f, for human fingers is about 320 kHz on a VIVO
S6 experimentally, and it is vulnerable against IEMI in a band
of about 20 kHz, i.e., from 310 kHz to 330 kHz. Even though
a drift of 5.2 kHz (=1.65% x 320 kHz) alters its f,. from 320
kHz to 325.2 kHz, a malicious signal of 320 kHz is still in
its vulnerable frequency band of 325.2+10 kHz. In practice,
we recruit 10 volunteers to measure the resonant frequency f;.
of a model of smartphones beforehand and adopt the average
value as the f. in a real attack. Experimental results in Sec. VI
show that the adopted f,-s perform well among 260 volunteers
and four styluses on 29 COTS devices.

2) Device Diversity: The diversity of devices results in two-
fold impacts. The resonant frequency f, varies with devices
due to diverse Cj according to Eq. 5. On the other hand, the
reverse current ig also depends on the model of the victim
device as € in Eq. 4 is affected by the device itself. Attackers
can employ the same model device as the victim one to
experimentally determine appropriate f,. and U in advance.

Antenna Channel (g
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Fig. 7. Prototype of the designed attacking device.

We consider three popular display types, i.e., OLED, IPS,
and AMOLED, and three operating systems, i.e., Android,
HarmonyOS, and iOS. An interesting observation is that the
resonant frequencies of touchscreen are close to several typical
values, supported by experiments in Sec. VI-D1. Accordingly,
the attack can be expanded to cancel unseen devices by
emitting IEMI signals modulated on all these typical values.
Therefore, Expelliarmus overcomes the device diversity.

3) Environment Diversity: Environmental factors are also
influential when conducting a cancellation attack, e.g., the
table on which the victim devices are placed. Specifically,
the thickness of the table determines the distance between
the attacking device and the victim screen (i.e., d in Eq. 4)
and the table material serves as the medium of the coupling
capacitance C'y, whose dielectric constant (i.e., € in Eq. 4) also
impacts the cancelling effect. To compensate for the change of
i caused by these environmental factors, attackers can adjust
the signal intensity (i.e, U in Eq. 4). Practical evaluations on
the environment diversity including table materials and thick-
ness are presented in Sec. VI-EI and Sec. VI-E2 respectively.

VI. EVALUATION

We implement Expelliarmus and evaluate its cancellation
performance on COTS devices in real-world scenes. All ex-
periments in this paper follow the IRB protocol approved.

A. Setup

We implement the prototype of Expelliarmus as shown in
Fig. 7. The size of the designed attacking device is 15%19
cm. It can be squeezed into a box (the IEMI antenna array
is also fixed in this box) and attached to the back of a table.
Programmable relays serve as the antenna channel controller.
The size can be miniaturized into an extremely small size after
customized manufacture, and hence Expelliarmus will be more
suitable for practical attacks. An all-in-one instrument (Ni
VituralBench 8012) serves as the arbitrary waveform generator
and the oscilloscope, connected to a laptop. It supplies the
antenna array with IEMI signals (amplified by a power am-
plifier AIGTEK ATA2021H) and receives the electromagnetic
leakage from touchscreens collected by the array. The CCR
defined in Sec. III serves as the metric.

We recruit 260 volunteers (aged from 18 to 50, 130 males
and 130 females) in total and ask them to tap and swipe
on 29 devices (including 24 smartphones, three tablets, and
two smartwatches) with different display types (OLED, IPS,
and AMOLED) and different operating systems (Android,
HarmonyOS, and iOS). Four kinds of styluses (including a
Stylus Pen, a NANK pencil, an Adonit Snap 2 Pen and a
Maglus Pen) are involved in the experiments.
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B. Overall Performance

Expelliarmus successfully cancels taps and swipes on four
smartphones (HUAWEI P10, HUAWEI P40 Pro, Samsung
Galaxy S8, and iPhone 11).

1) Tap Cancellation: We first consider the tap cancel-
lation. We ask 100 volunteers to tap on the four smart-
phones 200 times respectively (i.e., the number of finger
taps is 100x4x200=80,000 totally). The positions of taps
are random. We present the CCRs of cancelling finger taps
in Fig. 8(a). Expelliarmus achieves an average CCR among
different devices and users of high up to 94.5%. In particular,
Expelliarmus can cancel at most 95.5% of taps on the iPhone
11 from the 100 volunteers. Moreover, we also use the four
styluses. Each stylus is held by 10 volunteers respectively
to tap on each smartphone 200 times (i.e., the total number
of stylus taps is 10x4x4x200=32,000), while merely 12 tap
commands are recognized by these smartphones. Expelliarmus
achieves a CCR of over 99% against stylus taps. Such results
indicate that users should cost more time interrupting a mali-
cious action in a real attack. The increase in time consumption
is approximately 14.4 seconds on average. Considering that the
attacker can usually inject a malicious command within 10
seconds [8], [9], users cannot tap successfully on the ‘Cancel’
button in the prompt box of malicious action warning before
the attacker chooses the ‘Yes’ button. As a result, the users
fail to stop the attacker from hijacking their devices.

2) Swipe Cancellation: We cancel swipes from the 100
volunteers and the four styluses with the CCRs shown in
Fig. 8(b). The average CCR reaches 93.2% on swipes of
volunteers and that of styluses is 97.9%. Swipe commands
are almost completely cancelled. To be intuitive, we ask a
volunteer to repeat the identical swipes as much as possible on
a Samsung Galaxy S20 Pro for four times, with the screenshots
shown in Fig. 9. The results demonstrate swipe cancellation
under different IEMI intensities. Even if some points in a
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Fig. 10. Controllable cancellation performance. Here the attack targets on the
typical position of the ‘Cancel’ button in a prompt box.

swipe are detected, as shown in Fig. 9(c), the swipe has been
degraded into taps. In this case, users cannot perform swipe
commands (e.g., swiping left or right from the edge to go back
or quit, and swiping up from the bottom to the home screen).
Therefore, users gradually lose control of their devices.

C. Controllable (Target) Cancellation

For practical attacks, we implement controllable cancella-
tion on target areas with an accurate screen locator.

1) Screen Locator: We place the four smartphones ran-
domly on a table. Expelliarmus realizes an accurate screen
location. The average location error is 3.9 mm with a max-
imum error of 9.2 mm. The contact area of a finger with a
touchscreen is about 5 mm X 5 mm and the area of a ‘Cancel’
or ‘Quit’ button is over 20 mm x 10 mm [36]. In a controllable
cancellation, we prefer to generate an IEMI electric field with
an area slightly larger than that of the target button to guarantee
the cancelling effect. In this case, an error of 3.9 mm can meet
the requirement of practical attacks.

2) Cancellation in a Target Area: We successively conduct
the controllable cancellation attack on the four smartphones.
An App is developed which highlights a point randomly on
the screen and volunteers are asked to tap on it. The App
also records these touch commands for measuring CCR. We
activate the cancelling effect on the screen and record touch
commands. We ask the 100 volunteers to tap on the typical
position of the ‘Cancel’ button in a prompt box (at the left of
the touchscreen centre). The distribution of CCRs on different
areas is shown in Fig. 10. We achieve the CCR of 94.0% in the
target area while the commands in the other areas are detected
by the touchscreen normally without disturbance. We repeat
attacks on the other areas and obtain similar performance. In
a real attack, Expelliarmus can adjust the target coverage to
deal with various interface designs of ‘Cancel’ buttons.

D. Diversity of User and Device

We evaluate the scablability of Expelliarmus by testing on
more users and devices.

1) Impact of Touchscreen: We implement Expelliarmus on
other 25 COTS touch-based devices, including 20 smartphones
(carrying Android, HarmonyOS, and iOS), three tablets, and
two smartwatches. All devices are vulnerable with CCRs of
at least 90%, 16 of which are listed in Tab. I. The detailed
information of all 29 tested devices can be found in [37]. An
interesting observation is that the resonant frequencies of all
tested devices are close, around 240 kHz, 280 kHz or 330 kHz.
Accordingly, our proposed attacks can be expanded to cancel



TABLE I
PERFORMANCE OF CANCELLATION ATTACKS ON DIVERSE DEVICES

Screen

Resonant Frequency  IEMI Intensity

Device 0s Manufacturer Display Size (inch) fr (kHz) E (V/m) CCR
HUAWEI P40 Pro HarmonyOS BOE, Samsung OLED 6.57 310~340 1500 94.4%
HUAWEI P10 Android Japan Display Inc. JDI IPS 5.10 220~260 1250 94.6%
iPhone 11 i0S LG 1PS 6.1 220~245 1100 95.5%
iPhone 13 i0S BOE OLED 6.1 230~250 535 94.9%
Samsung Galaxy S20 Pro Android Samsung AMOLED 6.2 280 1750 95.1%
Samsung Galaxy S8 Android Samsung AMOLED 5.8 180~200 550 94.0%
Samsung Galaxy Fold Z Flip Android Samsung Eco2 OLED 6.7 220~250 1000 91.7%
OPPO Reno3 Pro Android Unknown AMOLED 6.4 330 950 92.5%
VIVO S6 Android Samsung AMOLED 6.44 300-330 800 93.9%
Mi 10 Android CSOT AMOLED 6.67 280-300 1040 94.4%
OnePlus 9 Android Samsung AMOLED 6.55 280 1600 92.0%
iPad Pro 2020 iPadOS LG IPS 11 220~240 820 94.1%
iPad Air 2 iPadOS Unknown 1PS 7.76 130 630 90.2%
HUAWEI MatePad Pro HarmonyOS BOE 1PS 10.8 210~380 250 97.9%
Apple Watch Series 5 WatchOS LG LTPO OLED 1.78 280~300 600 89.9%
HUAWEI Band 6 LiteOS Unknown AMOLED 1.47 220 760 91.1%
devices with unseen models. Attackers can adopt three IEMI 100% 100%
signals as Eq. 6 with the f,.s set as 240 kHz, 280 kHz and 330 — o
kHz respectively. Such a method can improve the practicality L E
. . . g 90% Q & 0%
of Expelliarmus in real-world scenarios. o e
2) Impact of User and Stylus: Experiments in Sec. VI-B Bo% B5%
involving 100 volunteers have demonstrated the scalability of 80% 80%
Acrylic Paper Plastic Wood MDF 5 10 15 20

Expelliarmus among various users. We further recruit 160
other volunteers and ask them to tap and swipe on tested
smartphones. We achieve an average CCR of 94.1% of the
260 volunteers in total.

We notice that COTS styluses in our experiment are more
vulnerable than users’ fingers to Expelliarmus. A possible
reason is that the IEMI signals couple with the styluses
additionally. Therefore, the ¢ caused by touch commands
from the styluses drops. However, our attacks fail in cancelling
commands from Apple Pencil 1/2 generations on an iPhone
or iPad that is connected with the Pencil via Bluetooth, in
which case the Bluetooth provides an additional channel to
transmit commands. Although a Bluetooth-connected stylus
could eliminate the cancelling effect, Expelliarmus still threat-
ens common human users and their devices.

E. Impact of Environment

To evaluate the robustness of Expelliarmus, we test tables
with different materials and thicknesses in different scenes.

1) Medium (Table Material): We evaluate it with respect to
the CCR using different table materials, of which the dielectric
constants impact Expelliarmus. We select five popular materi-
als, i.e., PMMA (£=2.7~4.0), plastic (¢=1.8~2.5), solid wood
(e=1.2~5), medium density fiberboard (MDF, £=3.5~4.0), and
paper (£=2.5). The thickness of each material is 5 mm. We
repeat attacks on the four tested smartphones in Sec. VI-B,
with results shown in Fig. 11. In addition, we consider metal
materials (including copper, iron, and aluminium), through
which Expelliarmus fails with CCRs of 0, i.e., the touchscreens
work normally. Those metal materials serve as electromagnetic
shielding here. Nevertheless, Expelliarmus is capable to pass
through non-metal tables and perform cancellation attacks.

Materials Table Thickness (mm)

Fig. 11. Impact of material. Fig. 12. Impact of table thickness.

2) Attacking Distance (Table Thickness): To understand the
practicality of Expelliarmus, we evaluate the impact of the
distance between the attacking device and the touchscreen of
a victim device. The distance is determined by the thickness
of the table on which the victim device is placed. The table
(PMMA) thickness is set as 5, 10, 15, and 20 mm. The devices
are attacked 50 times respectively at each distance, with the
results shown in Fig. 12. Note that the attacking distance is the
sum of the thickness of the table and the device itself in our
setup. The CCR drops to 92.0% when the table thickness is
15mm, while it eventually drops to 87.9% through the 20 mm
table. In a real attack, an attacker may know the information
of the table thickness and accordingly increase IEMI intensity.
We can improve the CCRs to 91.9% on the smartphones
through the 20 mm table. In particular, the attacking distance
is able to extend high up to 47 mm. Due to the typical table
thickness of 1/2 inch (12.7 mm) or 5/8 inch (15.9 mm), such
an attacking distance can cover most real-world scenarios.

VII. DEFENSES

We summarize existing countermeasures against EMI at-
tacks and propose two effective solutions. We have reported
the cancellation attack and potential defenses to manufacturers.

A. Existing methods

EMI attacks have raised a wide concern about security.
High-power EMI can cause denial of service (DoS) [38],
while low-power EMI can be leveraged for false injections
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Fig. 13. The detected capacitance change AC without touches. No reverse
current iz can be detected for defense.

into smartphones [10], microphones [11], and embedded sys-
tems [12]-[14]. Defending methods against EMI attacks can
be divided into hardware, software, and hybrid ones. However,
existing means hardly offer efficient protection.

Hardware Defenses. Hardware anti-EMI methods, repre-
sented by shielding [10], [11] and EMI filters [39], have been
widely deployed on industrial infrastructure. They effectively
safeguard industrial safety. However, such hardware methods
cannot be applied to devices that communicate via wireless
signals e.g., Wi-Fi, Bluetooth, and ZigBee, because such
hardware defenses also cause serious interference to wireless
communication. In particular, manufacturers may reinforce
the touchscreen by increasing the excitation signal Vrx and
thus increasing ¢7, as well as the required intensity of IEMI
for cancellation. Such reinforcement reduces the cancellation
success rate to some degree. However, it costs more energy
and cannot protect existing devices.

Software Defenses. The difference between real and false
signals under EMI enables the software-based detection al-
gorithms. Inspired by this, an intuitive scheme is to detect
the reverse current 7. Unfortunately, such a detection barely
works. During the cancellation of a touch, the RX electrodes
cannot distinguish the affected current 47 —¢ from the normal
one ¢ g because the two currents are generated under the same
principle (i.e., due to the coupling capacitance). Moreover,
Expelliarmus barely affects the victim touchscreen without
touches. Figure 13 compares the detected capacitance in an
idle victim smartphone. The normal operation owns an average
AC of 1.32 pF with a standard deviation of 2.41 pF and a
range of +7.00 pF, while AC under IEMI is 1.6 pF on average
with a standard deviation of 2.45 pF and a range of +6.50 pF.
Observing no significant difference, software methods fail in
the detection of Expelliarmus. Another software-based defense
is to reduce the thresholds Cyqte and igqse, While it degrades
the user experience due to mistouch, and increases the risk of
being vulnerable against false touch injections [8], [9].

Hybrid Defenses. As a representative of hybrid defenses,
power-switching [40], [41] is a recently proposed anti-EMI
technique. Its basic idea is to detect abnormal responses
generated by EMI when the power supply of the victim device
is off. It requires switching the power randomly. However, this
countermeasure can hardly be applied to touchscreens due to
the requirement of display and high-speed response.

B. Our Suggestions

We propose two suggestions against Expelliarmus-like at-
tacks from the perspectives of users and manufacturers.

Conductive Accessory. We notice that when being con-
nected with a conductor via the USB (e.g., to a PC), the
smartphones can be less vulnerable to Expelliarmus. The pos-
sible reason lies in that the conduction transfers the malicious
reverse current and thus protects the touchscreen. Based on
this observation, we suggest the use of conductive accessories
for dust plugs on the smartphone USB. Instead of a metal
cover or Faraday Fabric recommended in [9], which is harmful
to wireless communication quality, our proposed method can
mitigate IEMI attacks without any side effects.

Redundancy-base Method. It is almost impossible to visu-
ally detect Expelliarmus because it is hidden under tables and
can be further embedded into physical tables. Nevertheless,
the IEMI would generate an electromagnetic field in a large
range. An addition small antenna can easily detect this field.
We suggest that manufacturers equip touchscreens with an
additional electrode to detect and mitigate EMI attacks.

VIII. RELATED WORK

HMIs on Smartphones. Modern smartphones carry di-
verse HMIs via various sensors, e.g., voice interaction [42]-
[44]. Moreover, ultrasound [45], motion sensors [46], Wi-Fi
signals [47], [48] and eye-tracking [49] are also utilized for
detecting users’ commands. Nevertheless, the touchscreen is
the primary and most widely used one. It is fundamental for
smartphones and their security.

Active Attacks on HMIs. Besides touchscreens, other
HMIs have been reported to be vulnerable. VAs are suffering
from electromagnetic attacks [11], [29], adversarial attacks [3],
[30], and ultrasonic non-linear attacks [2], [27], [28]. Motion
sensors can be spoofed by acoustic transduction attacks [50].
To our best knowledge, Expelliarmus is the first work to cancel
touch commands. It exploits the possibility of fully hijacking
smartphones.

IX. CONCLUSION

We realize Expelliarmus, a novel command cancellation
attack, which reveals a new attack surface of active attacks
for hijacking users’ operations and taking full control over
smartphone-like touch-based devices. An IEMI modulation
scheme promotes its scalability in reality. Such a vulnerability
exists among almost all touch-based devices, and appeals to
people for necessary countermeasures to resist its threat.
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