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Abstract

Speech eavesdropping has become a significant security concern.
While non-acoustic side channels (e.g., mmWave and RFID) offer
eavesdropping pathways, they invariably rely on external hard-
ware deployed in proximity to victims. This limits their stealth
and practicality. Earphones, by contrast, pose a more insidious
threat. Their embedded inertial measurement units (IMUs), acces-
sible without user permissions, create a hardware-free stealthy
side channel. In this paper, we propose a novel side-channel at-
tack that achieves the first open-vocabulary, full-duplex speech
eavesdropping on commercial off-the-shelf (COTS) earphones. This
attack uniquely accomplishes full-duplex recognition of both ‘what
you say’ (user speech) and ‘what you hear’(audio played through
the earphones), even when overlapping (e.g., talking while listen-
ing to music or multi-person conversing). We resolve the severe
mutual interference inherent to this underdetermined signal sepa-
ration problem. Constrained by COTS earphones’ fixed IMU sam-
pling rates of merely 25 Hz, we propose a multi-axial data fusion
strategy to extract speech features from this limited bandwidth. A
dual-stream attention network, along with a phoneme-based pixel-
reorganization strategy (to support open-vocabulary recognition)
and large language model (LLM)-assisted refinement, is employed
to accurately recognize sensitive speech. Extensive evaluations on
COTS earphones demonstrate the attack’s practicality and urgent
threat to speech privacy.
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1 Introduction

Speech privacy has long been a fundamental security concern in
society. Conversations frequently contain highly sensitive personal
and financial information, making them prime targets for malicious
actors. With the proliferation of electronic devices around us, the
risk has become much higher. Fortunately, directly capturing the
voice information from acoustic sensors (i.e., microphones) is now
often strictly protected [1-6]. Thus, adversaries are shifting toward
side-channel attacks that exploit non-acoustic sensors.

Speech, produced by a human voice or a loudspeaker, propa-
gates as mechanical waves that induce subtle vibrations in sur-
rounding objects. As these vibrations are inherently and passively
generated during speech, they establish a reliable, always-on side
channel that effectively bypasses existing microphone-centric se-
curity defenses [1-5]. Adversaries can exploit this channel via var-
ious sensing technologies, e.g., mmWave [7-12], optical [13, 14],
RFID [15-17], and UWB [18, 19], to capture the vibrations and
thereby eavesdrop on a victim’s speech. However, these existing
side-channel attacks face a practical limitation. They rely on addi-
tional, often obtrusive, hardware setups, such as RFID readers or
radar devices, which must be physically positioned adjacent to the
victim [7-19]. This requirement severely restricts their real-world
applicability and threat potential.

Given the properties of such side channels, we wonder: Are there
readily available non-acoustic sensors near a victim that could be
exploited for eavesdropping? To answer this question, we identify
wireless earphones, with over 3 billion units shipped globally each
year [20], as a widespread yet overlooked attack surface. Despite
their most sensitive components (microphones and speakers) being
protected by stringent permission mechanisms [1], these earphones
are far from secure. We explore that the built-in inertial measure-
ment units (IMUs) offer a novel side channel, which is increasingly


https://orcid.org/0000-0002-1075-0564
https://orcid.org/0009-0005-6940-3865
https://orcid.org/XXX
https://orcid.org/0009-0003-6255-1107
https://orcid.org/0000-0001-8849-7477
https://orcid.org/0000-0001-5064-1955
https://orcid.org/0000-0002-1913-846X
https://orcid.org/0000-0003-1815-2793
https://creativecommons.org/licenses/by/4.0
https://creativecommons.org/licenses/by/4.0
https://doi.org/10.1145/3830454.3832674
https://doi.org/10.1145/3830454.3832674

CCS *26, November 15-19, 2026, The Hague, Netherlands

earphones
d s
Earphone & i %
““Adversary

Figure 1: Remote zero-permission access to IMUs enables full-
duplex eavesdropping on both microphone-received speech
and speaker-produced audio of COTS earphones.

embedded in commercial off-the-shelf (COTS) earphones (e.g., Ap-
ple AirPods, Samsung Galaxy Buds) [21, 22] to support functions
like head tracking [22-24]. This IMU-based channel exhibits two
key characteristics that highlight its threat potential:

e Zero permission: Regarded as low-risk and privacy-benign,
IMUs allow third-party apps or URLs to access raw data streams
continuously in the background without user consent or notifica-
tion [21, 25, 26]. This empowers remote adversaries to maliciously
utilize the victim’s own earphones as spy tools, eliminating the
need for external hardware or physical proximity.

o Duplex capability: Earphones hold a unique position as a bidi-
rectional audio convergence point. Therefore, their built-in IMUs
can capture vibrations from the wearer’s live speech, as well as
from audio played by the earphone speakers. This enables un-
precedented duplex eavesdropping, different from existing side
channels that primarily capture simplex signals.

Asillustrated in Figure 1, these characteristics expose a novel vulner-
ability. Adversaries can leverage the IMU side channel to monitor
both ‘what you say’ and ‘what you hear’ without accessing the
microphone or speaker stream.

However, in practice, implementing IMU-based side-channel
attacks for duplex eavesdropping faces three unresolved challenges:

1) Low sampling rates. Due to COTS earphones’ inherent con-
straints on size and battery life, their built-in IMUs operate at an
unalterable low sampling rate of 25 Hz [27-29]. By the Nyquist
theorem, this yields a narrow bandwidth of only 12.5 Hz, which falls
well below the 85~255 Hz fundamental frequency range of human
voices [2]. Such bandwidth limitation induces heavy information
loss, impairing speech semantic extraction from undersampled data.

2) Channel interference. Interference caused by a user’s body
movements can significantly distort IMU side channels [25, 30].
Even worse, the duplex capability is a double-edged sword: human-
voiced speech and earphone-generated sounds may occur simulta-
neously, causing their induced vibrations to overlap in the IMU side
channel and interfere with each other. Using earable IMUs alone, it
remains an underdetermined question to separate the overlapped
characteristics of dual sources in a motion-robust manner.

3) Poor generalization. It is impractical for adversaries to collect
large-scale labeled datasets spanning diverse individuals. Conse-
quently, existing side-channel attacks are largely confined to closed-
vocabulary settings or specific user groups, which severely limits
their generalization. How to achieve real-world eavesdropping that
generalizes to arbitrary victims and open-vocabulary speech re-
mains an open challenge.
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We address these challenges for the zero-permission side channel
by advancing undersampled signal recognition, underdetermined
signal separation, and real-world attack generalization. To over-
come the 25 Hz sampling-rate limitation, we exploit the rich spatial
information available in IMU signals to compensate for the lim-
ited temporal resolution. Specifically, we fuse multi-axis data from
accelerometers and gyroscopes using a dual-stream neural archi-
tecture with attention mechanisms, which mitigates information
loss caused by the narrow eavesdropping bandwidth and enables
effective speech recovery. To mitigate interference in the side chan-
nel, we observe that motion artifacts exhibit more limited patterns
than speech-induced signals and accordingly suppress them via
regression. We further identify a key insight: gyroscopes are sig-
nificantly more sensitive to jaw-induced speech vibrations than
to loudspeaker-generated vibrations. Leveraging this, we propose
an iterative strategy to separate human speech from earphone-
generated sounds. To extend the attack generalizability, we exploit
the fact that the phoneme inventory of a language is far smaller than
its vocabulary [31] through phoneme-based pixel reorganization
for open-vocabulary scalability. Using this controlled dataset, an un-
supervised domain adaptation framework enables cross-individual
generalization. Besides, our LLM-assisted contextual refinement
further amplifies the attack’s real-world threat potential.

By combining the above efforts, we facilitate full-duplex rather
than mere half-duplex eavesdropping, the latter being limited to
capturing only one direction (either live speech or played audio)
at any given moment. Our attack, however, can simultaneously
decode both human-voiced and earphone-produced signals. This
full-duplex capability ensures comprehensive surveillance in real-
world complex scenarios. For instance, when a victim engages in
dual interactions, such as listening to music or a voice assistant’s
response via earphones while concurrently conversing with nearby
individuals [32, 33], we can capture the complete interaction context
without losing information from either speech stream. In our exper-
iment involving 52 participants across 10 popular COTS earphone
models (including 7 earbuds and 3 headsets from three brands),
sentence recognition accuracy reaches over 99%. To mitigate this
threat, we design a defensive strategy.

Our contributions are summarized as follows.

e We propose a novel side-channel attack that remotely eavesdrops
on speech by leveraging the zero-permission built-in IMUs in
COTS earphones. Unlike existing approaches that rely on exter-
nally deployed devices, our method operates more covertly with
fewer detectable anomalies, posing a heightened privacy threat.

o We mitigate the resolution limitation imposed by the 25 Hz low
sampling rate via multi-axial IMU data fusion. Based on a rigorous
theoretical model, our multi-channel strategy breaks through
undersampling restrictions in side-channel signals in a software-
only manner, without hardware upgrades.

e We present a novel approach for eavesdropping of bidirectional
earphone audio. To our knowledge, this work achieves the first
remote full-duplex eavesdropping on mobiles, which presents a
far more comprehensive threat than simplex eavesdropping.

e Through comprehensive experiments, our proposed attacks are
demonstrated to be effective across 10 popular COTS earphones
in the real world. Experimentally, nearly all sentences spoken
via earphones by 52 participants are successfully recognized.
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2 Background and Threat Model
2.1 Prevalence of IMUs in Earables

Recent years have witnessed a rapid evolution of earphones into
smart ‘earables’. To support advanced functions like head-tracking
and spatial audio [22-24], a growing number of COTS earphones,
including Apple AirPods, Samsung Galaxy Buds, and Sony WF
series, are equipped with built-in IMUs [21, 22]. They detect the
user’s head motion (via 3-axis accelerometers) and orientation (via
3-axis gyroscopes).

However, the widespread deployment of these sensors introduces
a new attack surface. Unlike microphones, which are protected by
strict permission systems [1], IMU data can often be accessed by
third-party applications with zero permissions [21, 25, 26], making
them an ideal covert channel for eavesdropping.

It has been reported that IMUs (with sampling rates over 200 Hz)
can inadvertently capture subtle vibrations correlated with speech
[25, 26, 34, 35] and audio [30, 36-43]. However, these findings have
primarily focused on scenarios involving smartphones.The unique
and pervasive context of consumer earables remains largely un-
explored for eavesdropping purposes. As we detail in Section 3.2,
the same physical principles apply, yet the distinct challenges and
opportunities of this platform present a novel security gap.

2.2 Threat Model

2.2.1 Attack Scenario. We consider a victim wearing IMU-equipped
COTS earphones connected to a smartphone. The victim engages
in activities that involve both speaking (e.g., voice commands, con-
versation) and listening (e.g., music, calls, notification sounds).
The attack explicitly targets earphones equipped with built-in
IMUs. While not present in ultra-low-cost models, these sensors are
standard in mid-to-high-end devices, whose market share is increas-
ingly growing, e.g., Apple AirPods, Samsung Galaxy Buds [21, 22].

2.2.2  Attacker Capabilities. The attacker is assumed to have tricked
the victim into installing a seemingly benign application (e.g., a fit-
ness tracker or a game) on the smartphone, following the identical
attacker capabilities in [25, 26, 30, 35-43].

e Zero-Permission Access: Once installed, the application covertly
runs in the background, collecting accelerometer and gyroscope
data from earphones via standard zero-permission APIs [21]. The
collected data is then used for eavesdropping model training.
Additionally, the attacker can identify the earphone model by
reading the publicly accessible device specifications, which are
typically neither sensitive nor protected.

o Remote Execution: Unlike existing side-channel attacks that
require physical proximity and specialized hardware (e.g., RFID
readers placed near the victim [44]), our approach is entirely
software-based and can be executed remotely.

e Sampling Rate Limitation: Our spyware application captures
IMU readings at 25 Hz. This default inertial sampling rate of 25 Hz
in COTS earphones is not allowed to be modified [27-29] due to
constraints in device miniaturization and battery longevity.

2.2.3  Attack Surface Expanding: From Simplex to Full-Duplex. Ear-
phones occupy an irreplaceable position as an intrinsic bidirectional
audio duplex node. Their built-in IMUs inherently capture two dis-
tinct mechanical vibration sources that form a duplex side channel:
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e Earphone-produced audio: Vibration from the speaker di-
aphragm during audio playback (e.g., music, calls, notifications).

e Human-voiced speech: Vibration from the wearer’s vocal cords
and facial movements during speaking.

This unique dual-channel attribute enables potential full-duplex
acoustic eavesdropping, distinguishing it from conventional sim-
plex side-channel attacks [25, 26, 30, 35-43].

Real-world earphone usage is predominantly full-duplex, as users
frequently engage in concurrent audio input and output behaviors.
For instance, a user may speak to nearby persons or issue voice
commands to a smart assistant while listening to music, watching
videos, or receiving continuous audio feedback (e.g., turn-by-turn
navigation, game sound effects) [32, 33]. Similar full-duplex sce-
narios are also common in teleconferencing, where a participant
might speak while other attendees are talking or while background
notification alerts are playing. While we acknowledge that strict si-
multaneous conversations are relatively rare in formal calls, mutual
interference between the user’s speech and the earphone’s output
remains ubiquitous in broader usage scenarios. These emphasize
the practical relevance of full-duplex eavesdropping on earphones.

Nevertheless, existing acoustic eavesdropping attacks typically
assume a simplex [25, 26, 30, 35-43] scenario: either capturing
speech in quiet or only speaker output. A recent work [44] leverages
RFID tags for half-duplex eavesdropping. However, it requires ma-
licious peripherals with physical contact, i.e., attaching the tags to
victim devices, with RFID readers and antennas positioned nearby:.
These requirements limit its practical threat. In short, prior work
has overlooked full-duplex acoustic characteristics, leaving a sig-
nificant blind spot in acoustic side-channel risk.

To fill this gap, we build a versatile attack that is robust enough
to handle complex full-duplex eavesdropping while maintaining
high performance in traditional simplex scenarios. By solving the
hardest case (simultaneous signals), we naturally cover the easier
cases (turn-taking), thereby significantly expanding the attack’s
real-world applicability.

3 Model and Analysis

We model the duplex side channel that maps acoustic signals to
low-rate IMU measurements (25 Hz), followed by a feasibility study.

3.1 IMU Side-channel Model At 25 Hz

3.1.1  Speaker-to-IMU Side Channel. The vibrations from a speaker
propagate through the solid structure of earphones, such as the
shell and circuit board, and are then detected by the built-in IMUs.
Undersampling at Fs=25 Hz is considerably below the Nyquist
rate required for capturing speech signals, ranging within [85,
255] Hz [2]. While pre-sampling filters are ideally supposed to
eliminate these out-of-band signals, in practice, they only manage
to attenuate them [38, 41, 45]. Consequently, during the analog-
to-digital conversion (ADC), an acoustic signal with frequency f
undergoes aliasing and distorts into a low-frequency component,

foias = min|f —nx Fs|,n € N (1)

Despite this distortion, IMU signals still contain extractable infor-
mation. The Bandpass Sampling Theorem offers a more flexible
criterion [46]. Specifically, for a bandpass signal with bandwidth
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B (=170 Hz here), a more relaxed condition Fs > 2B is sufficient.
Although 25 Hz still falls short, this perspective shifts the focus
from the maximum frequency fi.x to the bandwidth B.

Speech signals exhibit spectral sparsity, with phonemic informa-
tion concentrated in distinct frequency components. Compressive
sensing [47] leverages this sparsity to reduce the required sam-
pling bound for recognizing such bandpass signals. The minimum
sampling frequency can be approximated as

FSmin = O(Blog(fiax/B)) ~ CBlog(fmax/B) =119 Hz, (2)

where C is a constant, set as 4 typically [47]. Even though a single-
axis 25 Hz stream is still below this theoretical lower bound, IMUs
provide multi-axis measurements, offering six concurrent projec-
tions of the same underlying vibration source. This effectively in-
creases the observational dimensions with more information en-
tropy, under our basic idea of ‘Space for Time’. Implementation
details see Section 6, with the corresponding proof in Appendix A.
Thus, aliasing merely rearranges frequencies without any informa-
tion loss. It functions as a one-to-one frequency transformation.
Furthermore, while undersampling compresses the frequency;, it
preserves the signal’s relative structure. Consider a speech signal:

s(t) = Zk ael it +di 3)

where ag, fi, and ¢y are the amplitude, frequency, and phase of the
k-th component, respectively. After undersampling, the discrete-
time signal becomes

K : alias ; alias
s(nTy) = Zk=1 apel I CnTs iz (fie=fit ) (4)

Since 3nj € N such that f; — fk“”“S = ny - Fs, the phase term is
2xnT(fx — fik) =27nn/Fs-ng-Fs=2nn-ng, n-n € N (5)

Its phase contribution is 0 (=27n - n mod 2s), and thus,
K )
s(nTy) = Zk—l g/ fiknTs+ i (6)

By comparing Equation 3 to Equation 6, it is clear that the undersam-
pled signal retains the original amplitude sequence a; and phase
relationships ¢y, with only the frequencies mapped downwards.
Consequently, the main structural features are preserved.

3.1.2  Human-to-IMU Side Channel. Unlike the speaker-to-IMU
channel, where acoustic propagation is relatively straightforward,
live human speech induces side channels to earable IMUs primarily
through two mechanisms: facial motion associated with articulation
and bone-conducted vibrations. Both originate from vocal organs’
vibrations, which can be modeled as a multi-degree-of-freedom
damped system [48]:

mai (t) + cgi(t) + kq; (1) = /2 FFt, ()

where m, ¢, k represent the equivalent mass, damping, and stiffness
matrices, respectively, e/7fF! signifies the vocal stimulus with a
frequency fr, and g; is the i-dimensional displacement following

gi(t) = A/ I G (1) = g (1), ®)
where the gain A and the phase lag ¢ depend on fr.

Facial movements: Speech-driven jaw and facial tissue motions,
associated with displacement g;(¢) [48], directly transmit to the
earphone body. This causes a physical shift and rotation of the
IMU. Their power spectral density S;,(f) is concentrated in a
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Table 1: IMU response intensity in AirPods Pro 2

Acc (m?/s%)  Gyro (rad?/s%)

Idle (no sound) 9.82x 107* 1.12x107°
Earphone-produced  3.34 x 1073 6.21x 107°
Human-voiced 1.79 x 1073 1.41 %1072
Simultaneous 5.01x 1073 1.42x 1072

low-frequency band [49, 50]. We define the essential bandwidth B,
as the smallest frequency satisfying

JEe S (f) df N
L Smm(H)df

For € = 0.1, the corresponding By ; < 12 Hz [49, 50]. Therefore, over
90% of the signal’s energy resides below the Nyquist frequency.
Since q(t) is essentially bandlimited to By j, the classic sampling
theorem guarantees that g(¢) can be perfectly reconstructed from
its samples q[n] = q(nT;), provided that Fs > 2B ;.

Transient events (e.g., plosive consonants) may exhibit spectral
content up to f, ~ 20 Hz. The energy of these components is weak.
Define the folding noise ratio I' due to aliasing as:

o Jraps Smm(f) df

L7 Smm(f)df

Given the rapid spectral roll-off of Sp,,, (f) above 12 Hz, T is negligi-
ble (< 2%), ensuring that aliasing does not corrupt the perceptually
and biomechanically relevant features of g(t).

Bone conduction: Vocal vibrations propagate through the cra-
nial bones to the IMU as ¢; (¢). This signal follows aliasing distortion,
as described by the undersampling process in Equation 1, while the
multi-axis fusion would compensate for undersampling.

1-e. 9)

(10)

3.2 Feasibility Investigation

A pilot experiment is conducted on Apple AirPods Pro 2, the top-
selling wireless earphones on Amazon in 2024. We measure the
intensity of the built-in accelerometer and gyroscope in Table 1
under various acoustic scenarios.

We first measure the intrinsic noise of the Apple AirPods Pro 2.
By calling the application programming interface (API) CMHeadphone
MotionManager.DeviceMotion Handler, the earable IMU read-
ings are sampled at 25 Hz by default and transmitted to an iPad
9. During this measurement, the earphones remain stationary on
a desktop without playing any audio. The average power of in-
trinsic noise measures 9.82 X 10~* m?/s° in the accelerometer and
1.12 X 107° rad?/s® in the gyroscope. These noise components are
later removed using filters described in Section 5.1.

3.2.1 Capturing Earphone-produced Sounds. Experiments show
that IMUs are sensitive to sounds generated by the earphone speak-
ers. We play audio selected from the AudioMNIST dataset [51]
through the earphones at half of the maximum volume. The IMU
readings exhibit substantial changes as listed in Table 1. This is
observed even though the earphones remain stationary. These fluc-
tuations appear across all three axes of both sensors.

We play single-tone sounds at maximum volume to measure
the frequency response range of the IMUs. The acoustic frequency
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Figure 2: We propose a novel side-channel attack on COTS earphones. It can achieve full-duplex eavesdropping on both ‘what
you say’ and ‘what you hear’ simultaneously. The attack is covert with less anomalous manifestations, just by leveraging

built-in IMUs sampled at an extremely low rate of 25 Hz.

sweeps from 85 Hz to 255 Hz at an interval of 1 Hz. These out-of-
band signals are observed to distort into a narrow band of 12.5 Hz.
Both accelerometers and gyroscopes successfully capture aliased
tones under the human voice’s fundamental band.

3.2.2 Capturing Human-voiced Sounds. We measure the IMU re-
sponse to the wearer’s live speech. Two volunteers, one male and
one female, wear the earphones. They remain physically still through-
out the experiment. They are asked to read randomly selected Eng-
lish sentences at their normal speaking volumes. During this period,
the earphones play no audio. Under human-voiced sounds, the ac-
celerometer power measures 1.79 X 1073 m? /s’ and the gyroscope
power measures 1.41 X 1072 rad?/s>. Both values are significantly
higher than those when idle. This result indicates that the earable
IMUs can detect human voices.

3.2.3  Simultaneous Capture. The above two phenomena can oc-
cur at the same time. The two volunteers are asked to repeat the
sentences while wearing the earphones playing audio, with both
actions happening simultaneously. The average intensity reaches
up to 5.01x 1073 m?/s° in the accelerometer and 1.42x 1072 rad?/s*
in the gyroscope, roughly the sum of their intensities measured
individually. This implies that IMU readings integrate dual-source
features simultaneously, laying a foundation for malicious speech
recovery via full-duplex eavesdropping.

Multiple sensor exploitation. Existing works mainly utilize
only one sensor, either an accelerometer [26, 30, 34, 39-42, 52] or
a gyroscope [37]. Nevertheless, both sensors contain rich speech-
related information. In particular, our pilot experiments show that
the gyroscope in earable devices achieves a higher signal-to-noise
ratio (SNR) than the accelerometer, which has been considered more
sensitive to acoustic vibrations in traditional belief [30]. These
results highlight the significance of exploiting multiple sensors
comprehensively for earable sensing.

Multiple model compatibility. Similar responses are observed
not only in Apple AirPods Pro 2 but also AirPods Max headsets. The
built-in accelerometer achieves 12.1 dB SNR for earphone-played
audio and 4.86 dB for live speech; the gyroscope reaches 1.46 dB and
29.8 dB respectively. These results confirm our attack’s applicability
to both COTS earbuds and headsets that hold a substantial share of
the consumer earphone market.

4 Attack Overview and Formulation

We briefly introduce our proposed attack for full-duplex eavesdrop-
ping on earphones, with a problem formulation.

There remain three fundamental challenges for full-duplex eaves-
dropping: how to perform robust separation of mixed full-duplex

signals under motion interference, effective speech semantic re-
covery from 25 Hz undersampled data, and scalable performance
across diverse individuals and unrestricted vocabulary.

Following the mechanical wave propagation theory [53], we
formally model the IMU-based side channel as

IMUT = IMU" + IMUS + N, (11)

where IMUT, IMUS, and N denote components from human-voiced
speech, earphone-produced sounds, and channel noise composed
mainly of motion artifacts caused by the earphone wearer’s body
and head, respectively. Here, the number of unknown sound sources
exceeds that of observations. This thus presents an underdeter-
mined problem of isolating both source signals IMU™ and IMU®
from a single observation IMUT in the presence of noise N. Our
objective is to recover both speech streams and extract the semantic
content from each stream.

To address these challenges, we design a three-stage attack
pipeline, as illustrated in Figure 2.

In full-duplex de-interference, a regression model is designed
to suppress motion artifacts. Then, an iterative, generation-based
module exploits the differential sensitivity of gyroscopes to isolate
overlapping human-voiced speech and earphone-produced audio.

In undersampling eavesdropping, we employ the fundamental
principle of ‘Space for Time’. Multi-axis data from both accelerome-
ters and gyroscopes are fused into a unified representation, followed
by a dual-stream attention network to compensate for information
loss caused by the low sampling rate.

To improve the applicability of our proposed attacks, we employ
phoneme-based spectrogram synthesis and unsupervised domain
adaptation for open-vocabulary, cross-user recognition, followed by
an LLM-assisted contextual refinement to correct semantic errors.

This integrated framework enables the first zero-permission,
full-duplex speech eavesdropping attack on commercial earphones.

5 Full-duplex De-interference

We perform a noise analysis and characterize the overlapping sig-
nals to facilitate single-observation separation in Equation 11.

5.1 Noise Removal

We analyze and effectively mitigate the channel noise N, which
includes intrinsic noise and disturbances caused by the movement
of the victim’s body and head.

Intrinsic Noise. We observe that intrinsic noise is composed of
a bias and Gaussian white noise. The former is removed using a
mean filter, while the latter is suppressed with a Wiener filter [38].

Motion Artifacts. The victim’s body and head movements result
in artifacts in IMU-based sensing. These artifacts range primarily
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Figure 3: Our approach for artifact elimination.

below 20 Hz [26, 30]. However, according to the Nyquist sampling
theorem, the inertial sensing bandwidth is limited to just 12.5 Hz.
Within this narrow bandwidth, motion artifacts overlap or couple
with speech-related signals. Consequently, traditional denoising
approaches that rely on high-pass filtering are ineffective.

Since motion-induced interference exhibits more limited and
structured patterns [25] than speech-induced signals, we propose a
regression-based approach to mitigate the impact of victims’ move-
ments. The basic idea is illustrated in Figure 3. A convolutional
neural network (CNN) detects whether inertial data are affected
by motion artifacts and identifies the specific type of movement
(i.e., body, head, or a mixture of both). Then, two deep regression
models [25] are employed to compensate for artifacts caused by
the body and the head, respectively. The mixed artifacts can be
removed by passing through the two models successively. Both
regression models share an identical architecture. They consist of
two fully connected layers and a regression layer. To train these
models, we collect data of several common types of movements,
including 4 body movements (i.e., walking, running, bicycling, and
driving) and 4 head movements (i.e., head-nodding, head-shaking,
chewing, yawning). These movement data are manually mixed with
speech-related readings to facilitate training.

5.2 Underdetermined Signal Separation

For effective full-duplex eavesdropping, it is essential to separate
the mixed signals from both ends of the earphones.

We propose a generation-based scheme to solve the underde-
termined Equation 11. We first identify a distinct difference in
IMU signal intensity between human-voiced speech and earphone-
generated sounds, a key observation that lays the foundation for
our separation strategy. Then, we develop a mutual reconstruction
mechanism that infers accelerometer signals from gyroscope mea-
surements and vice versa. Finally, we propose an iterative strategy
that integrates the intensity-based insight and mutual reconstruc-
tion mechanism, aiming to minimize cumulative errors and achieve
high-precision signal separation.

5.2.1 Our Insight: Intensity Difference. Accordingly to Table 1, we
observe that even though the accelerometer responses show no
distinguishable differences between bidirectional sources, the gy-
roscope intensity during human vocalization is at least one order
of magnitude higher than that during earphone-produced sounds.
This distinction is intuitive, as human speech production naturally
involves jaw rotation movements, to which earable gyroscopes are
sensitive. In other words, the gyroscope intensity caused by human-
voiced sounds accounts for the majority of the mixed signals.
Based on this observation, we initially assume that the gyro-
scope readings are entirely induced by human articulation. Errors
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introduced by this assumption are subsequently corrected through
an iterative refinement process described in Section 5.2.3. Under
this assumption, our next goal is to extract the earphone-generated
sound component from the accelerometer data. To achieve this,
we exploit the inherent correlation between accelerometer and
gyroscope measurements and perform mutual reconstruction be-
tween the two sensor streams, as detailed in Section 5.2.2. Then,
we can reconstruct the accelerometer component associated with
human speech from the gyroscope readings and subtract it from the
original accelerometer signal to isolate the earphone-induced com-
ponent. Based on this isolated component, we further reconstruct
the corresponding gyroscope signal from this isolated component.

5.2.2  ¢GAN-based Mutual Reconstruction. The accelerometer and
gyroscope data represent different modalities of the same speech
sources. A deterministic mapping exists between their signals, form-
ing the theoretical basis for cross-modal synthesis. As they are re-
coverable from each other, generative modeling becomes a feasible
approach for their mutual conversion.

We adopt a conditional generative adversarial network (cGAN) [54]
to realize bidirectional transformation between the two modalities.
This cGAN serves as the core tool to support our subsequent iter-
ative separation strategy. Compared to traditional GAN [55] that
generates data similar to training samples, cGAN can transform
the spectrograms between different modalities [42, 56, 57] (i.e., ac-
celerometer and gyroscope data here).

Figure 4 illustrates the architecture of our adopted cGAN. A
double-threshold scheme [58] is used for speech detection and seg-
mentation. Here, IMU readings are segmented into fixed 1-second
windows, with shorter slices zero-padded. Subsequently, these
segments are transformed into spectrograms via the Short-Time
Fourier Transform (STFT). Taking accelerometer-to-gyroscope gen-
eration as an example, the accelerometer spectrogram acts as the
condition y to generate the corresponding G(z|y) based on a ran-
dom noise z in the generator G. The discriminator D attempts to
distinguish between the generated spectrogram G(z|y) from the
ground truth gyroscope spectrogram x.

In the zero-sum game of G vs D, the objective [54] is

minmax V (D, G) = Ex[log D(x|y)] + Ez[log(1 - D(zly))].  (12)

During training, we incorporate a gradient penalty term [59] to
enhance the stability of the discriminator D. This prevents the
discriminator from becoming overly aggressive or encountering
gradient explosions, thereby ensuring more stable training and
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Figure 5: The architecture of our generator G: a combination
of a U-Net backbone with a residual connection.

faster convergence [59]. Besides, to ensure the generated spectro-
grams closely match the ground truth, we implement an L; loss
function [60] as part of our optimization objective. Hence, our final
objective can be expressed as follows,

L=V(D,G) + ME[(1VG (=1 D(G (2| |9) ||z = 1)*] + AoLi,  (13)

which A; and A; (A1, A2 > 0) are the weights of the gradient penalty
term and the L; loss term, respectively.

To address gradient vanishing while preserving channel dimen-
sions, we modify the standard U-Net. As shown in Figure 5, a resid-
ual connection comprising two ResBlocks [61] is added between
the down- and upsampling stages.

5.2.3 lterative Source Separation. Finally, we address the errors
introduced by the initial assumption in Section 5.2.1, where the gy-
roscope readings were assumed to originate solely from human ar-
ticulation. In practice, this simplification introduces non-negligible
errors, as earphone-generated sounds can also induce gyroscope
responses. To mitigate these errors, we design a multi-round mu-
tual reconstruction process, which forms the basis of our iterative
separation method.

The iterative mutual reconstruction aims at accurate source sepa-
ration. Initially, the mixed gyroscope data GT is approximated as the
component under human-voiced sounds G. With this approxima-
tion, we reconstruct the corresponding accelerometer responses AH.
Next, we subtract AT from the mixed accelerometer data A7 via the
spectral subtraction [62] to obtain the component under earphone-
produced sounds AS. From A®, we reconstruct the corresponding
gyroscope responses G°. Finally, G is updated by subtracting G5
from G”. Through repeating these steps, we successfully separate
the full-duplex signals with minimal error.

Inevitably, reconstructed signals from the cGAN-based method
may suffer from distortions. To alleviate the adverse impacts of such
distortions, we apply a temporal averaging strategy. Specifically,
for each component IMU.(IMU € {A,G}, i € {S,H}) in the n-th
iteration, we replace it with the average % Y, IMU} ofits counterpart

from the n iterations. The iteration stops V\;lhen the variation of each
separated signal between two consecutive iterations falls below 1%.
The detailed flow is clarified in Algorithm 1.

To support the bidirectional generation between accelerometer
and gyroscope data for both human-voiced and earphone-produced
sounds, we train four separate models in total. Experimentally, our
method achieves over 30% performance improvement compared to
traditional solutions like blind source separation (BSS) [44, 63, 64].

In this way, we obtain a high-quality mutual reconstruction using
the residual-aided cGAN. Figure 6 illustrates a comparison between
the ground truth accelerometer spectrograms when the victim pro-
nounces the word ‘mountain’ with the recovered ones separated
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Algorithm 1: Iterative Underdetermined Blind Source Sep-
aration for Full-duplex Eavesdropping

Input: Mixed IMU readings AT & G”;
Output: Data under human-voiced sounds AP & GH,
Data under earphone-produced sounds A5 & G°.

1 Initialize GgI = GT, Others=0, €=0.01;

2 repeat
3 Accelerometer generation: % Zl Gr}l{1 CGAN, AL
e
4 Spectral subtraction: AS = AT — AH;
5 Gyroscope generation: % > AS <GAN, G3;
n

¢ | Updating GI: G =GT - G3;
oAH_pH AS_AS
7 until |52l < e A |5l < €
A AS

s return AT = AT, GH = GH; AS = AS; G5 =G5,
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Figure 6: Comparison between reconstructed and ground
truth accelerometer data in RGB spectrograms.

from a mixed signal. Separated data from each end undergo the
same processing steps and are then recognized separately.

6 Undersampling Eavesdropping

We leverage the idea of ‘space for time’ by fusing multi-axis IMU
data to compensate for the low sampling rate of the earphone IMU.

6.1 Multi-dimensional Data Utilization

To address the limited bandwidth caused by low sampling rates, we
fully exploit the rich spatial information available in IMU signals.
Unlike prior IMU-based side-channel attacks that rely on a single
axis [30, 38, 39, 42] or a single sensor [30, 39, 41], we jointly lever-
age multi-axis data from both accelerometers and gyroscopes to
compensate for the reduced temporal resolution.

6.1.1  Multi-axial Fusion via RGB Spectrogram. Previous studies
either select the axis with the highest SNR [30, 39, 42] or aggregate
multi-axis data into a single dimension [38, 41]. These strategies
reduce computational complexity at the expense of information
loss, a trade-off tolerable for eavesdropping at sampling rates above
200 Hz [30, 38, 39, 42] but detrimental to recognition accuracy
when the sampling rate drops to 25 Hz. To enhance undersampling
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Figure 7: Architecture of our double-flow attention network, with an individual-independent adaptation module.

performance, we therefore utilize all three axes, which significantly
improves information entropy (see Appendix A for proof).
Inspired by the efficient processing of three-channel RGB im-
ages in computer vision [65] we convert IMU data into three-
channel RGB spectrograms instead of single-channel grayscale ones.
First, we segment speech-related signals using the multiplier-based
method in [38]. Then, we perform Max-Min normalization [66] and
STFT on data from each axis, before combining them into an RGB
image (see Figure 6 for an example with accelerometer data). The
distinct spectral characteristics across different axes for the same
speech input further validate the necessity of multi-axis utilization.

6.1.2  Dual-sensor Utilization. Existing IMU-based studies mainly
rely on a single inertial sensor, either accelerometers or gyro-
scopes exclusively [25, 30, 42]. Instead, our pilot experiments in
Section 3.2 demonstrate that both sensors are capable of capturing
speech-induced signals. Accordingly, we integrate data from both
accelerometers and gyroscopes. Specifically, RGB spectrograms for
each sensor are generated following the aforementioned conversion
pipeline and then fed together into the recognition network.

6.2 Attention-based Recognition Network

Figure 7 illustrates the architecture of our network to fuse ac-
celerometer and gyroscope characteristics. Three-channel RGB
spectrograms act as the inputs to our double-flow network, which
utilizes a five-layer CNN as its backbone. Two attention mod-
ules [67, 68], namely the channel attention module and the spatial at-
tention module, are recruited to determine ‘what’ and ‘where’ to at-
tend within the feature maps. A recalibration mechanism is embed-
ded within these attention-based modules to integrate multi-modal
features from the two subnetworks. A gated fusion model [68] fol-
lowed by a feature pyramid network (FPN) [69] projects features
from the subnetworks into a joint space. A classifier composed
of two fully-connected (FC) layers serves for IMU-to-text transla-
tion, outputting top-N candidate predictions. We detail each design
component as follows.

6.2.1 Attention Module. We leverage two attention modules to
improve feature representation from different dimensions. The
channel attention emphasizes what to focus on, while the spatial
attention determines where to focus [67, 68, 70]. The channel atten-
tion module stresses the inter-dependencies between channels. It
computes the attention weight for the c-th channel in a C-channel

REXHEXW 45 follows,

H w PR
Lo Zyn X)) ifjjé”(l’] ), (14)

where o(+) and §(-) are Sigmoid and ReLU activation functions, and
W;(i € {1,2}) is the weight matrix. The spatial attention module
generates a spatial attention map based on channel-wise statistics
at each spatial location following

Ms = 0(Conv>3([Pooleg(X); Poolmax (X)])),

H x W-dimensional feature map X €

Mc = o(Wo8(W;

(15)

where Conv3*3 is the convolution operation with a 3x3 kernel size,
Po0lgpy(X) and Poolyax (X) represent the average pooling and max
pooling results, and [; -] denotes channel-wise concatenation.

6.2.2 Recalibration Module. Instead of a simple parallel-branch
structure that overlooks the inherent correlation, our double-flow
network employs a recalibration mechanism to refine and integrate
the two attentions. We recalibrate the attention weights of the two
subnetworks (superscripted A and G respectively) as follows,

Y4 = 6(MZ8[Poolaye (ME)], YO = 0(MS 8[Poolywe (M2)].  (16)

6.2.3  Projection Module. To integrate features from the two subnet-
works, we propose a projection module consisting of a gated fusion
model [68] and a two-layer FPN [69]. In experimental comparisons
with concatenation-based and co-attention-based methods [71, 72],
our projection module performs better in preserving and combining
multi-scale complementary information. Following this, a two-layer
classifier translates the fused features to semantics.

7 Practicality Improvement

Given that adversaries often lack access to sufficiently large and
diverse labeled datasets to train a generalized model, we enhance
the practical generalization of our attack to ensure effectiveness
across open-vocabulary and diverse individuals scenarios. We fur-
ther integrate an LLM-based refinement step to resolve residual
ambiguities in low-rate IMU-derived speech.

7.1 Open Vocabulary Recognition

To enable speech recovery among an open vocabulary, we propose
a phoneme-based pixel-reorganization strategy.

Our approach leverages a key insight that all 48 English phonemes
are present within a small corpus of common words [31, 44]. This
allows a small, practical dataset to be used to learn a complete
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mapping from IMU spectrograms to phoneme spectrograms. Specif-
ically, we deconstruct the IMU spectrograms of known words into
their constituent pixel columns, cataloging them by phoneme. To
synthesize new word spectrograms, these columns are reassembled
according to the new word’s phoneme sequence. In this way, we
obtain the IMU spectrograms for any target word among the open
vocabulary. More details refer to Appendix B.

7.2 Individual-independent Adaptation

To transfer knowledge from our pre-trained model to a victim-
specific task, we employ unsupervised domain adaptation [73]. It
removes individual-dependent characteristics by just leveraging
the victim’s data collected during the attack phase.

We employ multiple domain discriminators to guide the repre-
sentation extractor toward speaker-agnostic features. Each discrim-
inator consists of 2 fully-connected layers, as illustrated in Figure 7.
For each of the training users K paired with the target, a discrim-
inator is trained to tell them apart. An adversarial loss [25, 74] is
applied between the extractor and the discriminators. By reversing
the domain loss gradient with a factor of —A, the extractor learns to
produce features that confuse the discriminators. This makes the
extractor learn a shared feature space. The overall loss for the ex-
AL

d
tractor is Ly = log Zszl k, where L} and LZ are the classifier

and domain discriminator losses for the k*" individual, respectively.

7.3 LLM-assisted Refinement

To correct phoneme confusion and fragmented semantics in open-
vocabulary predictions, we employ a two-stage LLM calibration
framework that leverages contextual reasoning. Ultimately, we yield
coherent and complete sentences.

First, we feed the top-N candidate predicted by the dual-stream
attention network, along with contextual clues gathered from pre-
ceding speech segments, into the LLM. The LLM performs semantic
plausibility scoring. It evaluates whether each candidate conforms
to the grammatical rules and the logical continuity in conversations.

Second, the LLM conducts targeted error correction for low-
confidence segments marked by the inference model. For phoneme-
confused words, it leverages its massive semantic corpus to distin-
guish homophones based on context, for instance, correcting I’11
meet you at the ‘pear’ to ‘pier’ when the prior conversation
mentions taking a ferry.

We design a lightweight prompt to focus the LLM on contextual
consistency and avoid over-correction, as detailed in [75]. This
prompt ensures that LLMs focus on targeted correction rather than
generating irrelevant content.

8 Evaluation

8.1 Experimental Setup and Metrics

8.1.1 Setup and Dataset. Our study receives IRB approval.
Hardware. We collect 25 Hz IMU data from 10 different models of
COTS earphones (7 earbuds, 3 headsets in Section 8.3.3) connected
to spyware-installed host devices, including an iPhone 13 mini
(i0S), a vivo X200s (AndroidOS), an iPad 9 (iPadOS 17.5.1), or a
MacBook Pro 13-inch (MacOS 15.4). By default, our tests are mainly
conducted on three models: Apple AirPods 3, 4, and Pro 2.
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Figure 8: Sentence Eavesdropping Performance.

Data Collection. Unless otherwise specified, all experiments are
conducted in a room with an ambient noise level of 44.7 dB. We re-
cruit 52 volunteers (25 male and 27 female, aged 18~38). Specifically,
three test scenarios are designed:

o Live speech test: Each volunteer wears earphones and reads (1) 30
English sentences (randomly selected from [76]) and (2) English
digits (0~9) at a natural volume (approximately 66 dB on average).

o Earphone speaker test: This test includes (1) a custom-built dataset
spoken by the volunteers, composed of 1000 sentences [76] in
total, and (2) the AudioMNIST dataset [51] composed of English
digits (0~9). Instead of following the maximum volume setup
(100%, usually over 80 dB) in prior work [30, 36—-43], we play
two audio datasets through earphones at 61.8 dB. This volume is
derived from our user habit survey (Section 8.4.1), corresponding
to 50% volume for headsets or 70% for earbuds.

o Full-duplex test: Volunteers are required to speak while the audio
datasets are playing through their earphones simultaneously.

Implementation. We implement the cGAN-based reconstruction
network and the attention-based recognition network using Py-
Torch. The networks are trained on a server equipped with an
Intel(R) Core i7-14700K CPU @ 3.40 GHz and an NVIDIA GeForce
RTX 4090 GPU. The collected IMU data are randomly divided into
two subsets: 80% for training and 20% for testing. We adopt Gemini
2.5 Flash as the backbone model for LLM-assisted refinement.

8.1.2  Metrics. We adopt two task-specific metrics for performance
evaluation: sentence correct rate (SCR) and Top-N word correct
rate (WCR). To be specific, Top-N WCR quantifies the probability
that the ground-truth word/digit is included in the model’s top-N
predicted words, and SCR measures the probability that an entire
sentence is correctly recognized without any word-level errors (i.e.,
all words in the output match the ground-truth sentence exactly).

In addition, to assess our signal separation methods (Section 5.2),
we employ two image similarity metrics that quantify discrepancies
between separated spectrograms and the ground truth. Structural
Similarity Index Measure (SSIM) [77] evaluates structural quality by
comparing luminance, contrast, and structure. Learned Perceptual
Image Patch Similarity (LPIPS) assesses perceptual differences using
deep models that mimic human vision. High similarity is indicated
by SSIM > 95% or LPIPS < 0.2 (virtually imperceptible), while scores
of SSIM > 90% or LPIPS < 0.4 suggest only slight blurring.

8.2 Overall Performance

8.2.1 Sentence Recognition. We first evaluate sentence recognition
performance with results shown in Figure 8.
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Figure 9: Digit Eavesdropping Performance.

On Live Human Speech: Our attack achieves strong perfor-
mance in open-vocabulary speech recognition via human-to-IMU
eavesdropping, with a 70.9% top-1 WCR. In particular, the top-10
WCR approaches 100%, indicating the correct sentence is nearly
always contained within the top-10 prediction. Without our refine-
ment, the proportion of complete sentences where every single
word appears within the raw Top-1, Top-5, and Top-10 candidate
pools is 9.8%, 45.4%, and 90.4%, respectively. Leveraging these top-
10 candidates, our LLM-assisted refinement framework identifies
the correct sentence with a high SCR of 99.7%.

On Earphone Speakers: For speech from earphone speakers,
we attain 49.5% top-1 WCR, attributed to the lower SNR (see Table 1).
Nevertheless, the top-10 WCR exceeds 95%. Even though individual
words may be omitted from the top-10 candidates, our LLM-assisted
refinement framework identifies the correct sentence via contextual
correction, achieving a high SCR of 97.1%.

Full-duplex Performance: Under the same setup, we extend
our evaluation to full-duplex eavesdropping, following an assess-
ment on reconstructed and separated spectrograms.

We establish a cGAN in Section 5.2.2 to mutually reconstruct
IMU data. The model achieves a high SSIM of up to 96.70%+1.73%
and a low LPIPS of merely 0.17+0.06. The results indicate a superior
generative capability of our network. We next evaluate the spec-
trogram separation quality of the iterative algorithm presented in
Section 5.2.3. The method yields an SSIM of 91.57% +1.83% and an
LPIPS of 0.20+0.04, which are acceptable for further recognition.

As shown in Figure 8(b), we evaluate word recognition perfor-
mance on the separated signals. For live human speech, the WCR
loss is within 7%, while that for earphone speaker eavesdropping
is within 1%. For SCR, the full-duplex accuracy loss is below 2%.
This validates the feasibility of underdetermined source separation
using only earphone IMUs for full-duplex eavesdropping.

8.2.2 Digit Recognition. Digits (usually used as passwords) lack
contextual relationships, leaving our LLM-assisted refinement frame-
work unable to enhance their recognition. We thus evaluate digit
recognition performance separately, with results in Figure 9.

Each Stream Performance: Figure 9(a) shows the top-N accu-
racy to recognize digits from each source, respectively. The top-1
accuracy of human-voiced digits reaches 75%, top-3 hits 98%, and
top-5 achieves 100%. For speaker-to-IMU side channels, we attain
62.9% top-1 accuracy, with top-5 accuracy over 99%. These results
demonstrate that our side-channel attack significantly reduces the
k-digit password search space from 10* to below 5%, posing a con-
siderable security threat. A detailed comparison of the search space
and entropy in digit passwords see Appendix C.
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Full-duplex Performance: As illustrated in Figure 9(b), we
perform digit recognition on the signals separated via our iterative
scheme. For live human speech recognition, the additional accuracy
loss is within 5%. For earphone speaker eavesdropping, the top-
1 accuracy remains at 64.7%, which exhibits little performance
degradation (of merely 0.2%).

8.2.3 Ablation Study. We conduct an ablation experiment on our
improvements to the cGAN and recognition networks.

We add a residual connection to our cGAN’s U-Net to mitigate
gradient vanishing issues. Without this modification, a traditional
U-Net produces low-quality spectrograms with 75.05%+0.31% SSIM
and 0.38+0.06 LPIPS experimentally.

Figure 10 validates the individual contributions of our three
specialized modules in the recognition network. Starting with the
complete network as a baseline (Case 0), we sequentially removed
the recalibration module (Case 1), then the fusion projection mod-
ule (Case 2), and finally weakened the attention module (Case 3)
by using single-axis (grayscale) instead of multi-axial (RGB) spec-
trograms. In the task of sentence inference, the SCR decreases
consistently. This shows that without accurate candidates provided
by our attention model, adversaries, even by the aid of LLMs, cannot
achieve effective eavesdropping independently. In Figure 10(b), the
consistent decline in digit recognition accuracy further confirms the
effectiveness and necessity of each component in our framework.

8.3 Scalability Study

To demonstrate real-world scalability and robustness, we focus our
subsequent evaluations on digit recognition rather than sentence
recognition, unless otherwise specified.

8.3.1 Open-Vocabulary Performance. We recruit four participants
to read 60 randomly-selected new sentences, comprising over 200
new words not present in the previous training setup. As shown in
Figure 14(a), our model achieves an average top-1 WCR of 68.8% for
live human-to-IMU eavesdropping and 47.8% for earphone speaker-
to-IMU eavesdropping on these unseen words. Additionally, the
top-10 WCR exceeds 97%. The overall loss in accuracy is below
3% among unseen words. Note that these top-N WCR values are
calculated exclusively for the new words, with no overlap with
previously seen vocabulary. Even for sentences containing unseen
words, we achieve high SCRs of over 98%. These results demonstrate
the open-vocabulary capability of our attack.

8.3.2  Across-Individual Generalization. The experiment is extended
to include four new participants (two male and two female), whose
data are absent from the pre-trained model’s training set. As shown
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Figure 14: Scalability Performance.

in Figure 14(b), our attack yields recognition accuracies of 72.8% for
digits in live speech eavesdropping, and 59.8% for digits in earphone
speaker eavesdropping, with top-N digit WCR of over 98%. This
performance is comparable to that of previously-seen individuals.

8.3.3 \Various-Earphone-Model Performance. Our attack general-
izes across various models, including both earbuds and headsets.
Figure 11 presents the performance in digit recognition among
10 different models, covering popular brands like Apple AirPods,
Samsung Galaxy, and Beats.

On average, across six tested earbuds, we achieve average accu-
racies of 74.6% (live speech) and 64.9% (speaker audio). The three
headsets average 68.6% and 60.4%, respectively. The higher vulner-
ability of earbuds stems from their compact design, where the IMU
is closer to the speaker with higher signal leakage, and is more
affected by facial movements. Despite these differences, major ear-
phones are vulnerable to our full-duplex attack.

In short, we realize individual-independent eavesdropping on
various earphone models across open vocabularies.

8.4 Robustness Study

8.4.1 Impact of Media Volume Setting. The volume level setting
directly decides the acoustic intensity and the resultant SNR in
the speaker-to-IMU side channel. Following a survey on users’
preferred volumes to determine the defaults in our experiments,
we evaluate our attacks across various volume levels.

To determine a realistic volume level for our experiments, we
deviate from previous studies that default to maximum volume [30,
38-42], a setting rarely used in daily life due to comfort and hearing
health concerns. We survey 201 participants (100 males, 101 females,
aged 18~49) to investigate their typical earphone usage in the last
year. Based on the statistics from the Apple Health application [78],
the average listening exposure is 61.8 dB. Accordingly, we calibrate
our experimental volume to approximate this level. We set earbuds
(e.g., AirPods) to 70% of maximum volume and headsets (AirPods
Max) to 50%, whose intensity measures around 61.5 dB.

As shown in Figure 12, our approach correctly recognizes more
digits as the volume increases on Apple earbuds. At the maximum

Figure 12: Impact of media volume setting.
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Figure 13: Ambient Impact.

volume level, the top-1 accuracy peaks at 76.0%, approaching the
SOTA work [38] using 200 Hz. At 50% volume, our method main-
tains a top-1 accuracy exceeding 40% and a top-5 accuracy of 92.8%.
Even down to 30% volume, the top-5 accuracy remains above 71.0%,
although the top-1 accuracy drops to 18.8%. However, the low-
volume setting measures only 45.3 dB, which is slightly higher than
the ambient noise level. This setting is quite scarce in daily ear-
phone usage due to the insufficient SNR for human ears. In short,
our attacks demonstrate applicability across real-world settings.

8.4.2 Impact of Users’ Movements. To assess robustness to real-
world motion, we test our attack on four volunteers (two males
and two females) who are performing large-scale body (walking,
running, bicycling, and driving) and small-scale head (nodding,
shaking, chewing, and yawning) motion. Our proposed motion ar-
tifact elimination technique proves highly effective. Experimental
results demonstrate that live human speech eavesdropping accu-
racy was maintained at over 74% during various movement, while
earphone speaker eavesdropping accuracy remained above 60% in
spite of various motion artifacts.

8.4.3 Impact of Environment. We repeat the attacks when victims
are located in four environments with different levels of ambient
noise: (1) a quiet room (no-noise, 44.7 dB), (2) a lab with people
talking (low-noise, 56.8 dB), (3) a restaurant with music playback
(medium-noise, 65.6 dB), and (4) a crowded Metro station (high-
noise, 72.2 dB). Four volunteers (two males and two females, aged
from 20 to 25) are asked to wear Apple AirPods 3 and speak digits
at their natural voice volumes. Besides, the earphones play AudioM-
NIST audio [51]. As illustrated in Figure 13, ambient noise poses
little effect on the duplex eavesdropping performance on both live
human speech and earphone speakers.

8.5 End-to-end Attack Case Study

We conduct a case study on phone-based customer service scenarios.
Four pairs of participants randomly perform 240 typical conver-
sations, covering common requests like bill dispute resolution (as
exemplified in [75]), plan inquiries, and account management. Our
attack achieves 100% accuracy in recognizing these continuous dia-
logues. This enables adversaries to reconstruct phone interaction
flows. Leveraging captured conversational context, attackers can
identify user intentions and activities.

Furthermore, our attack enables adversaries to infer high-risk
sensitive information, such as account numbers and verification
codes. Random 8-digit passwords are embedded into both ends of
the 240 tested dialogues. As shown in Table 2, our attack infers
multiple correct digits. This capability drastically reduces the cryp-
tographic key space. For an 8-digit PIN, the original 10® possible
combinations narrow to ~ 3% (>99.99% reduction) for live speech and
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Table 2: Number of correctly inferred digits

1 2 3 4 5 6 7 8

0
Live speech 0 2 2 9 21 52 72 60 22
Earphone speaker | 0 1 8 24 70 61 53 18 5

Number ‘

~ 5% (>99.6% reduction) for earphone playback. Correspondingly,
the password entropy declines from 26.6 bits to only 9.27 bits for
human-voiced passwords and to 12.63 bits for earphone-produced
passwords. Detailed calculations see Appendix C. This directly
demonstrates the attack’s practical, non-trivial threat, in which it
lowers the barrier for brute-force or targeted guessing attacks.

8.6 Comparison with SOTA Attacks

Compared to existing side-channel attacks on mobile devices, our
work is the first to achieve full-duplex eavesdropping. This attack
relies solely on built-in IMUs in COTS earphones, without requiring
victim cooperation in terms of permissions or device placement.
Beyond these inherent advantages, we further conduct a compre-
hensive performance comparison with SOTA side-channel attacks.

8.6.1  With Human-to-IMU Attacks. Face-Mic [25] recognizes live
human speech via AR/VR devices sampled at 1000 Hz. It achieves
96% accuracy among 11 digits and 10 words. EarSpy [26] performs
eavesdropping using self-made earphone prototypes rather than
COTS. Among a vocabulary of 120 words, EarSpy achieves 92.5%
accuracy at a 1000 Hz sampling rate, and 85.1% accuracy at 400 Hz.
In addition, we implement the attacking methods in Face-Mic [25]
and EarSpy [26] on COTS earphones sampled at 25 Hz among
the identical digit vocabulary, and their accuracies drop to below
60%. As compared in Table 3, our approach exploits built-in IMUs
of COTS earphones operating at 25 Hz, less than one-tenth of the
sampling rate used in the above two attacks. Despite this significant
hardware limitation, our system achieves an acceptable accuracy
of over 70% across the open vocabulary.

8.6.2 With Speaker-to-IMU Attacks. We compare the digit recog-
nition accuracy of our method with SOTA side-channel attacks [30,
38, 41] in Table 4, where all experiments are conducted on the
identical AudioMNIST dataset to ensure fair comparison.

Our approach exhibits superior efficiency. At an extremely low
sampling rate of merely 25 Hz, we achieve an accuracy exceeding
60%, outperforming SOTA methods that only reach 30%~55% accu-
racy even when operating at a higher sampling rate of 50 Hz [30,

Table 3: Human-to-IMU eavesdropping comparison

Victim Sensor Vocabulary  Accuracy
1000 Hz 96%
A 21 d
[25]  AR/VR GC: 200 Hz words 93%
YO 25Hz  10digits"  57.5%
1000 Hz 92.5%
E 12
[26] r(irobt udis Acc 400 Hz Owords o,
prototyp 25Hz 10 digits*  31.5%
COTS Acc+ 25 Hz 10 digits 75.5%
earphones Gyro open 70.9%

*: We reimplement the attacking methods in [25] and [26] on COTS earphones
sampled at 25 Hz.

Ming Gao et al.

Table 4: Speaker-to-IMU 10-digit eavesdropping comparison

Victim Sensor  Volume Fs Accuracy

50 Hz 30%
500 Hz 78%
Acc+ 200 Hz 78.8%
[38] Smartphone Gyro 100% 50 Hz 54.7%
20 Hz 26.9%
200 Hz 77.8%
[41] Smartphone  Acc 100% 50 Hz 56.7%
5Hz 32.7%
Acc+ 100% 25 Hz 76.0%
Our  Earphone Gyro 50% 25Hz 62.9%
5Hz 34.4%

[30] Smartphone  Acc 100%

38, 41]. Moreover, this performance of up to 75% is highly compet-
itive with SOTA attacks [30, 38], which report 78% accuracy but
demand substantially higher sampling rates (200~500 Hz). Even
when under-sampled to 5 Hz, an extreme low-rate scenario, our
attack still surpasses the SOTA benchmark proposed in [41]. In
contrast to SOTA methods that require smartphones to operate at
maximum volume (>80 dB), our attack is implemented on earphones
with a mere 61.5 dB output. This results in a significantly lower
side-channel SNR, yet our method maintains superior performance.
Such robustness under constrained conditions is attributed to our
proposed multi-dimensional signal utilization.

In summary, our attack achieves performance marginally lower
than existing simplex methods, despite using a sampling rate at
least eight times lower (25 Hz vs. >200 Hz). Moreover, our approach
offers unique advantages of full-duplex eavesdropping capabilities
across an open vocabulary.

9 Countermeasure and Discussion

Potential Countermeasure. To defend against IMU-based eavesdrop-
ping without degrading user experience, we propose an ultrasonic
jamming strategy. While direct application of audible noise (e.g.,
background music [41]) proves effective, such methods inevitably
compromise user experience. Instead, our approach leverages the
IMU’s sensitivity to ultrasound [45, 79, 80] to reduce the speech SNR
silently. This provides an effective defense that balances security
and user experience.

Future Improvements. There is potential to reconstruct high-
frequency speech signals from 25 Hz IMU data using encoder-
decoder architecture [30], cGAN [42], and super-resolution mecha-
nism [40]. Nevertheless, there is much room to be desired in recover-
ing audio from the narrow 12.5 Hz band of IMU data. In addition, we
will explore IMU side-channels to infer other sensitive information,
such as user identity [25, 30, 38] and location [39, 41].

10 Conclusion

We realize the first full-duplex eavesdropping attack on COTS ear-
phones, exploiting zero-permission IMU sensors. By leveraging the
correlation between the accelerometer and gyroscope, our method
simultaneously eavesdrops on both participants in bidirectional
earphone activities. Operating at a low 25 Hz sampling rate, the
attack executes stealthily in the background without being detected.
We also propose a countermeasure to mitigate this threat.
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This paper investigates a novel side-channel risk from IMUs in
COTS earphones. We demonstrate that both live human speech and
earphone audio playback can be inferred without leveraging the
microphone interface. On contemporary platforms, this capability
often does not require explicit user authorization. It is important to
emphasize that our goal is not to facilitate covert eavesdropping.
Instead, we aim to characterize a side-channel that remains underes-
timated in prevailing sensor-access frameworks and threat models.
Our results indicate that users face potential privacy leakage even
when they deny microphone access, and that such leakage may
indirectly affect their remote communication partners.

All experiments conducted in this study, i.e., sensor data col-
lection from human-worn headphones, have been reviewed and
approved by the Medical Ethics Committee of our institution. The
research strictly adheres to the approved IRB protocol and national
regulations governing biomedical research involving human sub-
jects. In conducting this research, we obtain informed consent from
all participants. Data collection is limited to what is strictly neces-
sary for feasibility evaluation, and all collected data are anonymized.
Participants retain the right to access their personal data and to
request its deletion at any time. No data is made publicly available
without explicit additional consent. Given the potential for mis-
use, we do not release the datasets. Instead, following open science
principles, we focus on characterizing the technical boundaries and
system-level causes of the leakage using openly available artifacts.

To address the identified risk, we propose several defensive strate-
gies that can be implemented across hardware, operating systems,
and applications. Future work will refine these protections and
examine whether similar vulnerabilities exist in other devices.

We have reported this vulnerability to affected vendors, including
Apple, Beats, and Samsung, and shared the potential countermea-
sures detailed in our paper. We call for greater attention from both
manufacturers and the public to side-channel threats in commercial
audio devices.

Overall, this work advances the privacy-aware design of wear-
able and mobile systems by illuminating and addressing a previously
underappreciated attack vector.
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A Complementarity of Multi-axis Signals

Fusing all six IMU axes (3-axis accelerometer/gyroscope) compen-
sates for undersampling-induced information loss without over-

head.

Proor. The 25 Hz sampling rate bounds each single-axis signal
to 0 ~ 12.5 Hz, yielding sparse and incomplete articulatory charac-
terization. Consequently, the Shannon entropy H(X;) of any single
axis is bounded above: H(X;) < &.

These six axes exhibit structured interdependence, neither inde-
pendent nor perfectly correlated. The joint entropy expands as:

HX X = )0 HO) = Y T(Xi5X)

(17)
D XXX =
where I(-) denotes mutual information. For any two axes,
0 < I(X;;X;) < H(X;), (18)

indicating partial correlation: they share common source informa-
tion while retaining unique complementary components. Higher-
order terms decay rapidly. Hence,

H(Xl,...,X(,) > maXH(X,) (19)

Thus, the fused multi-axis representation strictly contains more
information than any single channel. O

This complementary information compensates for per-channel
undersampling loss and provides sufficient entropy for accurate
open-vocabulary recognition.

B Phoneme-Based Pixel Reorganization
Enables Open-Vocabulary Recognition

For any open-vocabulary word w € V (where V denotes the set
of all English words), its IMU spectrogram can be constructed by
reorganizing pre-learned phoneme-to-pixel mappings. This process
leverages the insight that the set of 48 English phonemes is fully
covered within a compact corpus of common words.

Let P = {p1, P2, . . ., pas } be the complete set of English phonemes.
Given a training corpus of common words Wirain, any word Wirain €
Whirain can be decomposed into a phoneme sequence

seq(Wtrain) = [Pil,Piz, “ee ’pim]' (20)
Its corresponding IMU spectrogram S(Wirain) € REXW

a sequence of pixel columns
COI(Wtrain) = [Cil) Cigyenvs Cim]s (21)

where each ¢, € RHX1 represents the column with phoneme p.
A mapping M : p + c, is learned by minimizing the following
reconstruction loss over the training corpus:

-Emap = Z ||S(Wtrain) - Concat(M(Pil), ) M(le))Hi (22)
Wrain

is split into

For any unseen word Wpew € V'\ Wirain, the construction proceeds
as follows. First, the word is decomposed into its phoneme sequence
Seq(Wnew) = [Pji> Pjys - - -» Pj. ] using a standard transcription tool.
Next, the corresponding pixel columns cj, = M(pj,) are retrieved
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from the learned mapping. Finally, the spectrogram is reconstructed
by concatenating these columns:

S(Wnew) = Concat(c;,,...,cj), (23)

with zero-padding applied to maintain a fixed temporal window.

The reconstructed spectrogram S(wpey) preserves the discrimi-
native, phoneme-level structural features essential for recognition.
In practice, the similarity between the reconstructed spectrogram
and the ground-truth spectrogram Sg; (Wpew) remains high, consis-
tently satisfying

SSIM(S(Wnew), Sgt (Wnew)) > 0.92. (24)

Thus, the phoneme-based pixel reorganization strategy provides a
theoretically sound and empirically effective mechanism for open-
vocabulary word recognition.

C Vulnerabilities Assessment of Digit Password

Our attack achieves superior performance in digit recognition,
thereby significantly undermining the security of digit passwords
that are widely deployed in application scenarios such as personal
identification number (PIN) verification and bank authentication.

We perform a quantitative risk analysis. We compare two essen-
tial security metrics (i.e., the search space and password entropy) of
digit passwords when our attack is absent vs. when it is deployed.

1. Search Space Compression. For a k-digit password, the
effective search space shrinks drastically from 10% to 5% because the
recognition results of both human-voiced and earphone-produced
speech are consistently confined to the top-5 candidate digits. This
compression greatly facilitates enumeration-based attacks.

2. Password Entropy Reduction. Password entropy per digit
is defined as:

H; =_ij10g2pj- (25)
J

Without our attack, assuming uniform distribution over ten digits,
each position has an entropy of approximately 3.3219 bits.

2.1 Human-voiced Digit Recognition: As shown in Figure 9(a),
our attack achieves 75% top-1, 98% top-3, and 100% top-5 accuracy
for human speech, constraining the effective space to the top-5
candidates. The resulting per-digit probability distribution is non-
uniform: the top-1 digit accounts for 0.75, the second and third
share 0.23 (0.115 each), and the fourth and fifth split the remaining
0.02 (0.01 each). Based on this distribution, the per-digit entropy is
1.1584 bits.

2.2 Earphone-produced Digit Recognition: For earphone-played
digits, the attack attains 62.9% top-1, 91.7% top-3, and 99.1% top-
5 accuracy. Using a similar non-uniform probability estimation
constrained to the top-5 candidates, the resulting per-digit entropy
is 1.579 bits.

Both entropy values are notably lower than that of a uniformly
distributed 5-digit candidate set (2.3219 bits per position) and far
below the 3.3219 bits of an unconstrained 10-digit password.

For an 8-digit PIN in Section 8.5, the total entropy drops from
26.58 bits (no attack) to 1.1584 X 8 = 9.27 bits for human-voiced
passwords and to 1.579 X 8 = 12.63 bits for earphone-produced
passwords. This reduction directly reflects a decline in security
caused by the skewed recognition probabilities introduced by our
attack.
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